McDannold, Bruce

From: Litle, Darlene @ |IEC [darlene.d.litle@I-3com.com]

Sent: Wednesday, June 15, 2005 11:28 AM

To: McDannold, Bruce

Cc: 'Assemblyman Tom Harman'; 'CalifSenatorJohn Campbelf’
Subject: Certification Procedures of Voting Systems

Mr. Bruce McDannold

Electicons Systems Division
Office of the Secretary of State
1500 11th Street

Sacramento, Calif. 55814

Subject: Certification of Voting Systems in California
Sir,

I am reticent for not having contacted you sooner as I see that tomorrow,
meetings are being held to review the certification of several major voting
systems in the state.

Within the documentation provided on the Veting Systems website
http://www.ss.ca.gov/elections/elections vs.htm from the Staff Report was a
section on IV. Compliance with State and Federal Laws and Regulations.

FParagraph 3. Section 103({a) {(3) The system shall be safe from fraud or
manipulation.

and

Paragraph 4. Section 103{a) (4} The system shall be auditable for the
purpeses of an election recount or contest procedure.

Since you are the person in charge of verifying these paragraphs are met, I
would like t¢ inquire about the means of verification.

Regarding fraud or manipulation, there is a concern on my part that there
are software engineers capable of installing layers deep within software
code that make it remotely accessible to an unscrupulous person te modify or
change the voting intentions of the voter. There are such people who are
both capable and willing to implement such a code. The only way that I know
of detecting such a manipulation is to require that the state pay for and
provide an independent assessment of the entire code and compare its
executable to the one submitted for certification. Testing is NOT
sufficient because the code may be sc selective as to aveoid all normal
testing paths. As a citizen, 1 am concerned that the voting
software/firmware in the certified systems have inside them some kind of
manipulation capabilities. The wvalidity of the vote and its results are
therefore not reliable.

Regarding auditability, any use of the information stored on a possibly
corrupted digital medium { via the method suggested above } can not be used
to substantiate the intent of the voter. I am not sure that a "paper trail"
1s the sclution unless the voter verifies their intent prior to cellection
of the paper. I noticed that the newer systems imply that the voler will
verify their intended vote prior to submission. I am not however convinced
that these paper receipts will be accepted as valid reflections of the voter
intent. There are states that have explicitly banned the counting of paper
ballots.

I would implore you to consider the possibility of fraud and manipulation of
BALL of the voting systems, certified previocusly or not, exists. The
integrity of the vote in the United States and in California in particular
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is crucial to a true democracy.

Thank vyou for your attention tc my concerns and for the integrity of the
work you perform

Darlene.D.Little@L-3com.com

L-3 Communications

Interstate Electronics Corpeoration

602 E. Vermont Avenue; Anaheim, CA 92803-3117
Work (714) 758-2636 FRX (714) 758-3106



Murphey, Marcia

From: Kenneth Fingeret [nuts2you@optonline.net]
Sent: Thursday, June 23, 2005 5:51 AM

To: Secretary of State, Constituent Affairs
Subject: comments

Hello,

I wish to make a few comments about the voting machines. If you use
machines made by Diebold you must do the following. Make all the ATM
machines have the same security as the voting machines! No exceptions.
After the banks lose billions and billions of dollars you will be

rewarded with a job in the banking industry. Those phony machines | call
dial a vote as only the manufacturer will be able to decide the

election. | hope that you do buy those machines as we will lose our
democracy.

My recommendation are: open source software, the state owns the voting
machines including a printer which prints two completed ballots ene for
the voter and one counted by the precinct, maximum security including no
on-line access to the voting machines. Result machines will also have to
print out counts and double checked by the paper ballots. These results
will be brought to a central location and when it is updated the prior
number plus the update will be checked to make sure that the increase is
proper which keeps a paper trail also to verify that the numbers are
correct. All points of the voting system must maintain a paper trail as

any thing wrong will be easily detected. Exit polls are a valid source

as to whether the election is ok or not as this relies on the people who
actually cast a ballot.

| am sure that there are many more ways to make the voting more secure
but this seems to be a minimum or even less that a bare minimum.

Kenneth C. Fingeret

And as Mussolini told us, the newest form of feudalism has been reinvented and renamed. He called it "fascism™ - a word
that was defined by The American Heritage Dictionary (Houghton Mifflin Company, 1983} as "fas-cism (fash'iz’em) n. A
system of government that exercises a dictatership of the extreme right, typically through the merging of state and
business leadership, together with belligerent nationalism."

Quis custodiet ipsos custodes? (Who will guard the guardians, watch the watchers, ete?) - Juvenal {D. lunius luvenalis)
Decumus lunius Juvenalis, c. 60-140 A.D., Roman rhetlorician, satirical poet)

"Patriotism is the last refuge of a scoundrel" - Samuel Johnson

Political tags—such as royalist, communist, democrat, populist, fascist, liberal, conservative, and so forth—are never basic
criteria. The human race divides politically into those who want people to be controlled and those who have no such desire.
- Robert AnsonHeinlein

The urge to save humanity is almost always a false front for the urge to rule. - H.L. Mencken
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Murphey, Marcia

From: margiafelipe [margiafelipe@cox.net]

Sent: Thursday, June 23, 2005 5:25 AM

To: Secretary of State, Constituent Affairs
Subject: Voting Machines and the end of Democracy

The voting machines brought fraudulent election results, specialy the ones made by Diabold. We want paper proof to
make recounting possible.

Felipe and Margia Alvarez
25382 Sea Bluffs Dr. #8-108
DANA POINT, CA 92629

06/23/2005



Murphey, Marcia

From: marni10@sbcglobal.net

Sent: Thursday, June 23, 2005 6:58 AM
To: Secretary of State, Constituent Affairs
Subject: No AVVPAT

Bruce McPherson, Secretary of State

6/23/05

| object to Diebold's AVVPAT system of vote counting. it will be too
costly to pay Diebold for the count. The paper should be archival,
read by county vote-counters, on separate sheets,

Thank you for your attention.

Marjorie Curtsinger,



skylight

Aitention: Bruce McPhersan, Sec. of State
FAX: 916-653-4620

June 22, 2005
Election Ref Crifical -vo ified ballot al

We should use the HAVA funds to support development of open source software and a secure
voting system through the University of CA, using voter-verified paper ballots.

We should absolutely not allow Diebold or ES&S equipment in our elections. They are owned by
partisan interests and we have already experienced numerous problems and suffered financial
losses because of such companies, not to mention what these problematic electronic devices have
done to errode voter confidence. I served as a poll worker and have first hand knowledge of the
vulnerability of the electronic devices we have been using, particularly in the 2004 election.

There’s a multitude of added problems including lack of training for poll workers, poor planning
by administrators, 14-16 hour work days which leads to mistakes and lack of proper safeguards
against tampering, etc. etc.

[t 15 not nght that we have people on the VSPP who lobbied for Diebold and another who did
fundraising for Schwarzenegger. We need leadership that takes these issures seriously and gives
proper attention to election reform experts.

It’s critical that we clean up our voting system because our democracy 1s a shambles with a
voting system which is vulnerable to patisan tampering.

Please take notice of what 1s happening here and look into these matters. If we can’t be confident
in our voting system we are in big trouble.

Thank you for your attention to this critical issue which 1s not just going to go away.
Chris Gorman

agent992004@yahoo.com
Oceanside, CA
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Constitutent Affiars, SoS's Executive Division
1500 11th Street, Sacramento, CA 95814

Dear Mr. McPherson:

Please save democracy by providing Accessible Voter Verified Paper Ballots that provide
an auditable trail by being printed on archivable paper in easily readable font. The audit
traits must be clear enough that county-trained vote counters may handle and read them
quickly, and they must preserve our confidentiality. Diebold has propased nothing of the
kind and is a disaster in the making.

Diebold has submitted AVVPAT {supposedly Accessible Voter Verified Paper Audit Trail)
technology for certification. Do NOQY certify it for Californial It is INaccessible, NOT voter
verified, and not a reliable trail. Affordable hand counts would not be possible with
Diebold's thermal paper and miniature type. You will end up paying Diebold fortunes to
do such hand counts. Afterall, by law, Diebold corporation must prioritize profit over the
public interest.

Another reason to reject Diebold is that the thermal paper, far from being of archival
quality, disintegrates quickly. Also, Diebold would abuse voters' privacy by using
continuous rolls with the order being exposed, thus identifying voters.

Diebold's history proves that it is not a trustworthy corporation. Of the several
corporations that manufacture voting machines, Diebold has especially made a laughing
stock of demockracy in the U.S.A. Americans have lost trust in our elections. We need
paper ballots, counted and re-counted by hand in public. Absentee ballots, counted
promptly and publicly, could serve as an interim measure.

S:ncere]y,

Judy Lightston
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California Secretary of State
1500 11th Strect
Sacramento, California 95814

Dear Secretary McPherson:

1 am writing to ask you to fulfill your pledge to the Assembly Rules Committee to
continue to support voter-verified paper baliots. Your participation in co-authoring SB
1438 helps me to believe that you are inclined to support a transparent and open election
system. However, as you well know, there is much more work that needs to be done to
ensure fair elections.

[ know that you signed ACR 242, a resolution that suggests the Secretary of State look
into the use of open source software for public elections. I believe that open source
software would help to make our elections more transparcnt and to instill voter
confidence to the election process. I understand that in carly June a group of citizens with
Citizens Act is coming to Sacramento from Los Angeles to lobby officials such as
yourself, thc governor, and State Asscmbly and Senate members about various clection
reforms, including the use of open source software and voter-verifiable paper ballots.

The group that is the furthest along in designing a reliable open source voter-verifiable
paper ballot voting system is Open Voting Consortium (OVC)
(http://www.openvoling.org).

The QVC precinct-based system meets all accessibility requirements for HAVA. Tt uses
open source softwarc and provides 2 voter-verified paper ballot, bolh of which are
neccssary for voter confidence. It will be less expensive to purchase and operate than
Dicbold or other DRE voling systems. Furthermore, the central county canvassing
systems also need to be auditable, secure, reliable, and transparent, and QVC is working
ON AN OPCN SQUICE Version.

OVC is a large, mulli-partisan organization that has received supporl from mauy other
organizations and promincnt individuals. (Jim March of BlackBoxVoting.org,
Cangresswornan Maxine Waters, and 2004 Green Party presidential candidate David
Cobb are among OVC's list of endorsers.)

OVC proposes to work with the University of California to develop a publicly-owned
open source voling system for California. This project needs your support to get off the
ground. I respectfully request that you schedule a meeting with Alan Dechert, President
of the OVC, Professor Arthur Keller, UC Santa Cruz computer scientist, yourself, and
Govemor Schwarzencgger as soon as possible.

Alan Dechert: (916) 791-0456, alan@openvoting.arg
Arthur Keller: (650) 424-0202, ark @soe.ncsc.edu

Sincerely,




June 22, 2005

Bruce McPherson

California Secretary of State
1500 11" Street
Sacramento CA 95814

Dear Secretary McPherson,
| attended the California Voting Systems & Procedures Panel on June 16, 2005.

| was very disturbed by the opening statement of the leader of the Panel (Wood?)
which was patently political. Mr. Wood had evidently been the Registrar of
Voters in Oakland and had been responsible for purchasing $16M in Diebold
voting machines for Oakland.

Should the citizens of the State of California purchase prototypical, untrustworthy
Diebold and ES & S voting machines that are vulnerable to manipulation at great
taxpayer expense? These same voting machines would then have to be
‘patched”, redesigned, and upgraded for every new election — at still more
taxpayer expense. It's time to return to the use of the verifiable paper ballot until
there are voting machines without a heritage that is tainted, biased, and
questionable.

A major problem is the Diebold software which should be open-source and
transparent; not proprietary. Another problem that seemed obvious is that the
printer uses thermal paper which would be heat/light sensitive and not secure or
preservable.

California taxpayers deserve better technology and transparency than the
Diebold and ES & S voting machines offer in order to dispel their anger,
frustration, and distrust of electronic voting.

Sincerely,

ke G

Sabina Yates
302 Bridgeview Ct.
Benicia CA 94510

Copy to:
California Voting Systems & Procedures Panel
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Mark E. Smith
1055 9" Avenue, #203

San Diego CA 92101-5527
June 18, 2005

California Secretary of State Bruce McPherson
And the Voting Systems and Procedures Panel
1500 11% Street, 5" floor

Sacramento CA 95814

Dear Secretary of State McPherson:

What sort of public officials would like us to continue to use unverifiable voting systems?
What sort of public officials don’t even bother to listen to public comments?

What sort of public officials don’t want California to have free and fair elections?

The answer, of course, is that only corrupt public officials who are in the pockets of big
money interests who want to bankrupt California would do that.

I am 65 years old and I’ve been a registered voter for many years. I do not want to vote on
any type of electronic voting machine or optical scan system whatsoever, as they have all
been proven to be susceptibie to fraud and easily rigged, unless they have open source
code, which none of the machines you’ve considered have.

Diebold and ES&S have been rigging elections in this country with the result that we now
have fraudulently elected officials who have squandered the surpluses we had when they
took office and want us to give them more money to squander.

We have become the laughing stock of the world, demanding that other countries have
free and fair elections when everyone knows we no longer have them here.

You are not there to screw the people of California, you are there to serve us, and we
want open source code, verifiable voting, and free and fair elections.

Respectfully, M
Mark E. Smith

cc: Union-Tribune, the Reader, CityBeat, VOTERR, Open Voting Systems, moveon.org,
San Diego Alliance for Clean Elections, Senator Chris Kehoe
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Julie Sanford

7005 Jordan Avenue #107, Canoga Park, CA 91303
Phone & Fax: 818-888-0455

June 20, 2005

Secretary of State Bruce McPherson
California Secretary of State

1500 11th Strect

Sacramento, California 95814

In light of the fact that Gov. Schwarzenegger is going ahead with his special election even though the
majority of Californians are against it and in light of the fact that this will be the last California
election in which paperless Touchscreen electronic voting machines will be eligible for use
WITHOUT a paper audit trail, I have three requests to ensure the votes are counted properly.

1. 1request that you immediately prohibit Diebold from doing business in California for 3 years.

2. Please require that the sample Ballots in precincts with paperless DRE's announce clearly the
option for paper ballots in licu of voting on paperless machines.

3. Please distribute signage to be posted in Precincts with electronic voting machines which
informs voters of paper ballot option. Signage must include the message in all languages used
on ballots.

Simcerely,

ie Sanford

juliesanford@actor.org
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4341 Bridgeport Dr.
Mariposa, CA 95338
June 21, 2005

Secretary of State Bruce McPherson,
California Secretary of State

1500 11" St.

Sacramento, CA

Dear Secretary of State McPherson,

I am very concerned about the special election that the Governor has called for this
November. I’m particularly concerned about the reliability of the results, considering
that this is the last election in which paperless touch screen electronic voting machines
will be eligible for use without a paper trail, or paper ballot. These types of machines
have shown a statistically significant discrepancy when compared to exit polls and
precinct tallies in previous elections. Therefore, I ask you to:

- immediately prohibit Diebold from doing business in California for 3 years.

- provide sample ballots in precincts with paperless DRE that must announce
clearly the option for paper ballots in lieu of voting on paperless machines.

- Distribute signage to be posted in precincts with electronic voting machines
which inform voters of paper ballot option. Signage must include the message in
all languages used on the ballots.

Thank you for your attention to this extremely important issue.

Sincerely,
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Mr. Ralph R. Lovelace

14935 Laguna Ave.
Clearlake, CA 95422

Mr. Bruce McPherson
California Secretary of State
1500 11" Street
Sacramento, CA 95814

June 21, 2005

Subject: No Diebold voting machines in California

Dear Mr. McPherson,
I strongly request the following:

1. You immediately prohibit Diebold from doing business in California for the next
3 years.

-2. That Sample Ballots in precincts with paperless DRE’s announce clearly the
option for paper ballots in leiu of voting on paperless machines.

3. That signage be distributed and posted which informs voters of paper ballot
option in precincts with electronic voting machines and that signage include the
message in all languages that are used on the ballots.

You are aware, as [ am, and many California citizens are, of the unreliability of the
Diebold voting machines. I am sure that you have been informed of the expert testimony
given in opposition to Diebold’s voting machines, and the vocal opposition and concern
of other testimonials at the VSPP hearing on June 16" from your Under Secretary, Mr.
William Wood. I was very disappointed that your presence was not at such an important
hearing.

The voters in California have the right to have a fair and honest count of their votes as
guaranteed by our Constitution. Please do not be one of those politicians who are more
concerned with personal power than the rights of the American people. Do what is right.
Let your conscience be your guide. You are the one personally held accountable for all
of our votes being counted openly, honestly, and accurately. Don’t blow it.

Res Y,
'4
RalpiR.Lovelace
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June 22, 2005

Bruce McPherson

California Secretary of State
1500 11" Street
Sacramento CA 95814

Dear Secretary McPherson,
| attended the California Voting Systemns & Procedures Panel on June 186, 2005.

| was very disturbed by the opening statement of the leader of the Panel (Wood?)
which was patently political. Mr. Wood had evidently been the Registrar of
Voters in Oakland and had been responsibie for purchasing $16M in Diebold
voting machines for Qakland.

Should the citizens of the State of California purchase prototypical, untrustworthy
Diebold and ES & S voting machines that are vulnerable to manipulation at great
taxpayer expense? These same voting machines would then have to be
“patched”, redesigned, and upgraded for every new election — at sfili more
taxpayer expense. It's time to return to the use of the verifiable paper ballot until
there are voting machines without a heritage that is tainted, biased, and
questionable.

A maijor problem is the Diebold software which should be open-source and
transparent; not proprietary. Another problem that seemed obvious is that the
printer uses thermal paper which would be heat/light sensitive and not secure or
preservable.

California taxpayers deserve better technology and transparency than the
Diebold and ES & S voting machines offer in order to dispel their anger,
frustration, and distrust of electronic voting.

Sincerely,

Sabina Yates
302 Bridgeview Ct.
Benicia CA 94510

Copy to:
California Voting Systems & Procedures Panel
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Social Justice Committee
Berkeley Fellowship of Unitarian Universalists

1606 Bonita Avenue, Berkeley, CA 94709-2022

510-841-4824 office@bfunory www.bfuorg
Co-Chatrs: Cynthia Johnson and PhoeBe ANNE (sorgen)

June 19, 2005

Bruce McPherson
California Secretary of State
1500 11th Street
Sacramento, CA 95814

Subject: Voting Machines
Dear Secretary McPherson:

Our committee has an ongoing concern with insecure, secret software in voting machines,
which seriously risks electoral fraud. On Thursday, June 17, our co-chair, PhoeBe ANNE
(sorgen), went to Sacramento to speak on this issue. She was quoted in the Qakland
Tribune and Hayward Daily Review, as follows:

If you value democracy you will not certify these hackable machines with secret
mechanisms that are considered proprietary. You will dump Diebold [and]
Elections Systems and Software.

This quotation is accurate and represents the views of our committee. Also, you should
know that PhoeBe sits on the City of Berkeley's Peace and Justice Commission.

Respectfully yours,

;MW

Co-Chair, Social Justice Committee

cce

Bruce MeDannold Lee Lawrence
Election Systeins Division Chair, PCD Social Justice Action Committee
Office of the Secretary of State 164 Valley Hill Drive
1500 11th Street, 15th Floor Moraga, CA 94556
Sacramento, CA g5814
bmcdanno@ss.ca.gov Susan Leslie
Director for Congregational Advocacy and
Rev. Lindi Ramsden Witness
UU Legislablive Ministry - California Unitarian Universalist Association
926.] Street, Suite 417 25 Beacon Street

Sacramento, CA 95814 Boston, MA 02108



June 8, 2005

California Secretary of State
Bruce McPherson

1500 11th Street
Sacramento, California 95814

Dear Sir:

Because you serve as the chief elections officer of the State of California,
you are the person whose attention some reforms that need to be implemented as
soon as possible. Further, there needs to be a change in policy at the Voting
Systems and Procedures panel hearings. The policy appears designed to limit input
by both the public and expert witnesses.

In the last week a new notice has appeared on your website specifically
regarding “public comment” at the VSP hearings. Electronic voting systems are by
design not transparent. Because of that, the criteria for establishing the voter’s
confidence in them should be stricter. After they are in use, the voter basically
votes in faith. This makes the process by which they are approved in this state even
more critical. During the last year the Secretary of State’s office developed a
policy during these hearings that speakers or witnesses who needed more time to
present their information or testimony could utilize the time reserved by another
speaker. Not only was this a recognition that the voters of California have a direct
interest in what voting systems they shall use to vote, it also reflected the
established procedures contained in the VSP Procedures, specifically Article 9,
section 901 and 906. Those two sections state that testimony and expert witnesses
may present information to the VSP Panel at such hearings. It states that they may
make prior arrangements for offering their testimony. The new notice appears to be
both unreasonable under established California law, contrary to the Brown Act,
and more importantly, designed to quash public input.

The new policy states: “PUBLIC COMMENT: Please note that persons
interested in addressing the Voting Systems Panel (VSP) on any agenda item must
fill out a speaker request form and present it to the VSP's administrative staff prior
to the VSP's consideration of the item. Members of the public making
presentations are limited to two (2) minutes per speaker which may only be used
by that speaker.” ' '

Today a representative of the California Election Protection Coalition called
for clarification. He was told there would be no exceptions, even for testimony
from witnesses or expert witnesses. The limit would be two minutes. Prior to this,
“public comment” was limited to three minutes. This new policy appear to be



contrary to the VSP Procedures which allows opponents of a voting system to offer
“testimony or expert witnesses”, This begs the question: Is public comment and
testimony the same? Additionally, EC19204 states that the Secretary of State, prior
to making a decision on a voting system, “shall hold a public hearing to give
persons interested an opportunity to express their views for or against” the voting
system.

The state Attorney General has offered an opinion that five minutes is a
“reasonable” amount of time for “public comment”. Case law has established that
public comment time must be “reasonable....to insure the intent” of
accommodating public comment. More important than even a specific time is the
principle that time limits must be imposed neutrally and evenhandedly. In prior
VSP hearings where the public was limited to three minutes, the vendors and
election officials were allowed much longer periods of time for their comment. I
call upon your office to clarify the difference between testimony by expert
witnesses and representatives of organizations offered under Article 9 of the VSP
Procedures, and ordinary public comment. I also ask that the two minute limit on
public comment be increased and be transferable. From personal experience
testifying before the VSP Panel, the two minutes is an unreasonable limit.

The entire process of evaluation of voting systems heretofore has been
shrouded in secrecy, very similar to the testing and evaluation of voting systems by
the federal ITAs. Election €ode 19205 requires the Secretary of State to establish
specifications and regulations governing the process that approves voting systems
for use 1n this state. That has not been done. Currently the entire process keeps all
interested parties other than the vendors and elections staff in the dark. That is
unacceptable from a public policy standpoint, and appears to be contrary to the
letter and spirit of the Election Code. Election Code 19207 appears to address this
issue of transparency. It requires the Secretary of State to prepare a report within
thirty days after completion of the examination of a voting system. If this report
existed, then the public could make more informed decisions about whether they
will support or oppose a proposed new voting system.

The public has a right to be involved in the certification process of proposed
new voting systems. Part of that involvement is to know exactly what is being
proposed, to be aware of testing and evaluation procedures and results, and to be
able to provide informed comment and testimony prior to or at the VSP hearing,
Currently that is neither possible nor permitted. The current agenda items being
evaluated for certification are a prime example.

The deadline for submitting written comment is June 9 at 5 PM. Yet as of
June 8 there is not available any staff report, executive summary, or adequate



description of the proposed voting system. That makes it impossible to offer
informed comment. It also appears to be contrary to specific provisions of the
EC19207. If that law was complied with, then interested persons could offer
informed testimony and comment. Instead, it appears that the policy of the
Elections Division for years has been to keep the public in the dark until the day of
the hearing. That may be why, prior to the fall of 2003, the VSP hearings were
sparsely attended. That is not the case now.

-1 urge your office to take steps to develop the required regulations,
specifications, and processes by which voting systems will be evaluated and tested.
It is required by law and would strengthen the public’s confidence that every
voting system in use in this state will be reliable, accurate, and secure from fraud
or manipulation. I also ask you to instruct the Elections Division that the public’s
confidence in the voting systems that we use is more important than expediency.
We do need more time than two minutes, and there must be procedures developed
so testimony can be offered in an evenhanded and neutral manner.

I did appreciate that Kevin Shelley during his brief tenure instructed the
Elections Division to be more forthcoming and transparent. Reports were
appearing on the website in a more timely fashion. He was very concerned with the
manner in which the elections staff appeared to be too close to the vendors. Rather
than acting as a regulatory body they seemed to act as facilitators for the vendors.

I trust that under your leadership the elections staff will act in the interest of the
voters of California, not in the interests of election officials or vendors.

Regards,
Joseph Holder
1370 Trailwood Ave.

Manteca, CA 95336
415-570-0708
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California National Organization for Women

926 J Street, Suite 424 Sacramento, CA 95814
916-442-3414 Fax: 916-442-4765 www.canow.org

June 14, 2005

The Honorable Bruce McPherson
Office Of Secretary of State

1500 11™ Street

Sacramento, CA 95814-5701

Dear Mr. McPherson:

The California National Organization for Women (CANOW) urges you to not certify the
Diebold Election Systems. Diebold has been known to mislead the State of California by
providing uncertified software for use in elections. In March of 2004 polls opened late as
a result of Diebold equipment being used which has since caused disenfranchisement
among voters.

According to a staff report submitted in 2004 to then Secretary of State Kevin Shelley,
Diebold installed its voting system in four California counties prior to full testing or
federal qualification and without complying with to state cerfification requirements. In
this report the staff found the “ ...actions of Diebold in relation to the TSx failed to meet
the minimum standards of acceptability”.

The head of Diebold, Walden O’Dell wrote in a fundraising letter to the Republican Party
that he was “committed to helping Ohio deliver electoral votes to the president next
year.” This statement doesn’t instill the confidence voters need in order to get them to
the polls.

California NOW supports electronic voting systems that produce an auditable paper trail.
California NOW also believes that in our Democracy we should not be contracting out
our voting systems. It should be all done within our state government. Electronic voting
systems were used in 2004 and it was reported that many errors had occurred.

Sincerely,

g)\sﬁj_@g/\_/l 2L

Helen Grieco
Executive Director

Est. 1972 with 80,000 members and donors, and chapters throughout the state
Megan Seely President 4+ Helen Grieco Exceutive Direcrar 4 Elizabeth MeGovern Legislative Director ¢+ Elena Perez Program Director
Rosemary DaSilva Political Affzirs Dircctor +» Mandy Benson Field Dirccror <+ Nikki Ragsac Execurive Assistant .
Rache] Allen Public Relations Director 4 lris Caplan Development Director RSl
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June 18, 2005
4422 Leon Street
San Diego, CA 92107

Secretary of State Bruce McPherson
1500 11" Street
Sacramento, CA 95814

Dear Secretary McPherson:

1 am writing in regard to the VSPP hearings held June 16" on election equipment. It is
imperative that VSPP panelists with conflicts of interest (such as a panelist who has lobbied for
Diebold and another who is a major fundraiser for an incumbent) or who hold vested interests in
voting systems, not be permitted to influence the choice of a system. It is already known that
systems developed and promoted by partesan companies such as Diebold and ES&S can not be
trusted.

We must have voter-verified paper ballots as the ballots of record, counted in every precinct with
hefty compulsory audits in each precinct. HAVA (Help America Vote Act) money should not be
spent on proprietary vote-counting systems, which can be hacked and changed by incompetents
or miscreants. A better use of HAV A funds would be development of an open-source software,
secure voting system which uses a voter-verified paper ballot.

Free and fair elections are crucial to a democracy. Please stand up for our rights to have every
vote counted honestly and accurately!

Sincerely:

Ulrich Merten

cc: State Assemblyperson Lori Soldana
State Senator Christine Kehoe
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We believe that this issue directly impacts your organization and interests.
Could you please see that this is passed through the SEIU mail system.

Attached is a copy of our, California Election Protection Network, letter to send to
the SoS VSPP board requesting that Certification be denied to Diebold and the ES
& S tabulators.

Although our chances are very slim, if Election Code 19214.5 is enforced, then
Dlebold would be prevented from supplying Software to their non AVVPAT
systems which will be used in the "Special Electlon”.

This is a result of the SoS VSPP hearing last week about the Certification for these
systems. This is extremnely serlous, What we are now seeing is that it appears
that the new systems coming through for certification are all wireless equipped.
And the VSPP staff who are doing the certification testing are NOT including this
fact in their reports. The letter is based on standards listed in the SoS
Decertification orders for the Diebold TSx on Apr. 30, 2004.

We want to inundate the SeS with these letters. They must be in by June 24,
2005.

If you have any questions, please contact me.

Please send this letter gut to your list and ask people to write their name and
address at the bottom and FAX it In.

Thanks

MARC KEENBERG

CALIFORNIA ELECTION PROTECTION NETWORK

Demerrig  Daxte, 2.
70, 'E(rxé 13 L&
STPRLKT N, CA 75367

TOTAL P.B2



June 23, 2005

Office of Bruce McPherson
California Secretary of State
1500 — 11" Street
Sacramento, CA 95814

Atin: Mr. Bruce McDannold
Dear Mr. McDannold --

Please do not let the voting machine companies coerce the Secretary into a premature
decision. As our voting population grows, and as the voting process seems 10 be getting
more contentious, it is vital that our voting process be impeccable. This is the heart of
democracy we are falking about!

What we have now is not perfect, but it is better to continue this, rather than push ahead
to a system that cannot reliably verify nor recount voting results, should it become
necessary. The integrity of our voting system must outweigh some artificial deadline.

Volunteers, who are basic to our voting process, need accessible voter-verified paper
ballots with an auditable trail, printed on archival paper in readable font on separate
sheets for each ballot. The counties’ vote counters should be able to easily handle the
ballots, which must preserve confidentiality and not reveal the sequence of voters.

Further, please do not approve voting systems with wireless and Intemnet capabilities
that compromise the integrity, secrecy, and security of the voting process. Every day
we read of the damage from and access by hackers, manipulating our credit records,
changing school grades, stealing identity. It is unthinkable to allow this kind of
vulnerability into our voting system.

Legitimate questions have been raised, by citizens and county voting registrars, that the
voting systems under consideration, especially Diebold, lack the voting security and
integrity we need, and have systems that actually violate state law and constitutional
guarantees of accessible, countable voting.

The Secretary is a calm and rational man. Despite great pressure to ‘just do
something.” | pray he will resist the pressure, honoring the spirit and the letter of
protecting our constitutional, democratic right to safe, secret voting.

Thank you,

=

JoAnn Anglin
2988 — 64th Street
Sacramento, CA 95817
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FAX TO:
Voting Systems and Procddures Panel (VSPP)
Office of the California Sqcretary of State
Attm. Bruce McDannold
FAX (916) 653-3214
Tel. (916) 657-2166,

Dear Sir, The purpose of this fax is to convey to you my request that you decertify 1 California the
following:
1. DIEBOLD GEMS 1.18.22 AV-TSX 4.6.1 VOTING SYSTEM with The ACCU VIEW PRINTER MODULE
2.ES&S TABULATORS, Models 100, 550, and 650

3. Any System with Wireless and Internet Capabilities

and
4. BAN DIEBQLD from dding business jn California

In order to protect, presprve and defend the Sanctity of the Vote, | hereby request that State
Certification be denied to the above mentioned voting systems and equipment as they are in violation of
the following: '
CALIFQRNIA CONSTITUTION

ARTICLE 2 WVOTING, INITIATIVE AND REFERENDUM, AND RECALL

SECTION 1. All political power is inherentr in the people.

Government i3 instityted for their protection, sSecurity, and benefit, and they have
the right to alter ox reform it when the public good may regquire.

o casts a vote in an election in accordance with the laws of
this State shall haveg that vote counted.

TABULATING SYSTEMS SOFTWARE:

Both the Diebold Systemn pnd the £ S &5 Tabulalors operate on Proprietary Closed Source Code
Software, their tabulating processes are so secretive and hidden from public scruliny and observation as
to make the verification and observation process hidden and non transparent to the Voter. This is
antithetical to the very foundation of American Democracy.

AVVPAT:
The so called AVVPAT an the Diebold is so small as to be unreadable to Voters with less than perfect
eyesight, making it prejudjcial and discriminatory towards voters with any form of eyesight disability.
Further, due to ils minuscple small size, the Diebold AVVPAT is so small as to make it impossible for the
voter to properly review their choices in one continuous viewing. This small size only serves the needs of
Diebold, it does not serve|the needs of the voters. The small text size would increase the cost and
difficulty of a recount and |its accuracy would be compromised. Even worse, the paper is Thermal Paper,
decreasing the shelf life readability, rendering it useless for a meaningful recount and not in compliance
for the 22 month mandalpry ballot retention laws. The ONLY acceptable and valid AVVPAT is one filled
out by the hand of the voter, nol a replica or copy of how the machine voted.

WIRELESS and INTERNET CAPABILITIES:

This functionality MUST be denied as it compromises the eniire integrity, secrecy, and security of the
voting process. Any knowledgeable hacker with a good encryption cracking program can access and
corrupt and alter the voting dala in a matter of minutes. The E S & S tabulators have a Dell Laptop which
contains wireless equippad functionalilies.

BAN DIEBOLD FROM DDING BUSINESS IN CALIFORNIA FOR 3 YEARS:
Enforce California Election Code Section 19214.5, Subsection (a) and (3) due to their Criminal Acts of
Defrauding 17 California Counties in the sale of Uncertified Software.

From: Wg’fﬁd M. Green, Palo Alto, CA




June 24™. 2005

Voting Systems and Procedures Panel
Office of the California Secretary of State
1500 11*™ Street, 5 Floor
Sacramento, CA 95814

Dear Secretary of State Icl‘;'herson:

]
| am writing to ask that you deny certif(cation to the toliowing voting
systems as they would violate California’ s Constitution, article 2.5 4
voter mio casts a vote in an election in sccordance with the laws of
this state shall have that vote counted

1. Diebold Gams with ACCl View printer madule.
2. ES & 8 Tabulators, Models 100, 550, 650.
3.  Any system with wireless and internet capabilities.

Additionally, the alternative offered by Diebold which would produce the
thermal paper would make recounts too costly and too difficult to count,
We need to maintain integrity with accessible voter verified paper
ballots printed on archival paper. Optical scan with stamp cards would
be most efficient and easily recounted in the event of any chal lenges.

Furthermore, any usage of a closed source code software hinders the
Amer ican, democratic process of fair access and freedom of information.

As an official in this great State., | hope you do what is fair and just
for all and plead to your sense of integrity.

a Bl. #429
Studio City, CA 91604

PI2E £59916:01 SEPS 6B8 818 NUWE3IT S OYNOQ:WOMd 6£:9T1 spB2-b2-NIr



PHYLLIS A. HUSTER

FACSIMILE TRANSMITTAL SHEET

TO: FROM:
Mr. Bruce McDannold Phyllis A. Huster
COMPAINY: DATE:
California VSPP Member 6/20/2005
FAX NUMBER: TOTAL NO. OF PAGES INCLUDING
COVER:
(916) 653-3214 41
PHONE NUMBER: SENDER’S REFERENCE NUMBER:
770.432.0199 office 404.795.1013 fax
RE: YOUR REFERENCE NUMBER:

Powerpoint,Georgia DRE Machine Probs

JURGENT [DOFOR REVIEW OPLEASE COMMENTD PLEASE REPLY OPLEASE
RECYCLE

NOTES/COMMENTS:

Dear Mr. McDannold:

I have spent 6 months and thousands of dollars along with 100+ other Georgia
citizens and in cooperation with 10 national organizations to audit the Georgia
Election. Georgia is 100% Diebold. I wanted your team to review my findings
before choosing DRE machines for California. Enclosed is my 10 Reasons Not
To Buy DRE Machines!

Please make the right decision for Californians.... Choose a nontechnological
way to provide paper ballots and handcount these ballots in the precincts in full
view of citizens election day. Nothing short of this will mean the votes are
counted accurately. ' _

Please read this document in its entirety, it has proof of Georgia Diebold
Election Mistabulation and shgws the problems with DRE machines in very
simple readability.
Phyllis A. Huster
770.432.0199 office 204.795.1013 fax

Phyllis@countpaperballots.com email

140B LAKES DR. * ATLANTA, GA 30339 * 770.432.0199 * 4045.795_1013{FAX} *
PHYLLIS@COUNTPAPERBALLOTS.COM
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June 20, 2005

Dear Bruce McDannold:
1 am pleased that your panel is taking the time to review carefully citizen results of Diebold related
problems and that you will consider carefully the machines Californias uses for its citizens to vote.

| have spent 6 months in Georgia with hundreds of citizens doing a "citizen audit' of the Georgia
Election 2004 Election. This powerpoint is a partial accumulation of the numerous (18 total
categories) of problems we encountered. We feel that Diebold aside from the fact that computer
software can bs modified without trace, we feel that Diebold technology a. complicates the process b.
introduces uncertainty as to who to believe bacause of the ballot recap sheets, summary reports and
final fallies that are all inconsistent and c. makes a true audit impossible because of the conflicting
documents. A full overview of my Bibb County Analysis is online at this website:
hitp://www.countpaperballots.com/bibb.htm

This presentation may be reviewed at this site:

www.countpaperbaliots.com/GA-DoNotBuyDiebold200.htm

We are preparing for legal action so this is the best data | can provide at the moment. | am also
including as an attachment a 40 page powerpoint for WHY NOT TO BUY DRE MACHINES with
detailed Georgia evidence on why these machines fail miserably and lose hundreds of votes per
precinct putting into question many lower races and ultimately the scale of the errors are enough to
put into question the pres. and senate races statewide.

| know this is a iot of data, so I'd like to offer my expertise by conferencs call at anytime to your pane!
to walk you through the powerpoint and hopefully highlight the specific documented evidence of vote
mistabulation in Georgia that will convince you toe buy anything but DRE machines for your counties.

Count Paper ballots feels strongly that hand counted paper ballots, election night in full view of
citizens and citizen secured to place of counting is the only effective mathod of conducting elections.
We feel any automation introduces the opportunity for fraud and must be prevented from entering our
elections. We have designed a better ballot and a better ballot box to fix the ballot stuffing and
overvote/undervote problems of olden days and I'd like to again, provide my expertise to your group
at any time to share such ideas with your staff.

| hope to hear from you and your staff. | can be reached at 770.432.0198 or by retum email.
Good luck and we are all locking for your staff to make the right decision for the citizens of Califomnia.

Sincersly, /

Phyilis A. Huster

Executive Director
Count Paper Ballots

770.432.0198 Main Phyllis@countpaperballots.com

2-d ETOISBLEOP EI0TSBLYOD dgz:gp S0 D2 unr



_$002 JyBuidon wodrsjoljeqiadediuno woly es130u usRUM Joud Jnoyam syngulsig Jou og :jeluapyuod

|- 1i0550equadediunco@silAyd

VO-c'S nommh&w ._
Sooz ‘ge [udy

Bjeq UORIaI3 VO [EIdO WIS pnely
UoI393|3 JO 3OUDPIAT SOPN|OU]

SUO0I}29|3 pazijeAlld s,el1b.1035)
Inoge yiniy ayj bupjsss

(peul/s®s3a/plogslqg o3 ,ON. Aes 3snr)
iisoulyoep bunoa Jua
Ang o1 1ON suosed) 0T

dgz:60 S0 02 unp

EIDISBLFOE

EIDISBL¥ DY



w0’ sjo|jeqsadedunoco@moud|ay |lewa ‘Lodal el ay; jo Adoos e o4
( : je|qIssod Hodad sIy) axew pad|iay oym ||e 0) syuey |

"PAaM3)AaI 19ad aq ||Im pue Aey
9)eT Uj pasea|ay aq |Iim Joday |eioyo uy "ejeq uoijod|g vibi0ss A3syI 1IN
ATIVIOIA40 Juasasdal pue saljunod ayj Jo sysanbay
sp10day uadQ eibioar) |eja1yo aie juiodiamod siy) Ul pajs|i SIUBWNSOP asayL

‘elequpny uazno p0oz uonoasl3 eibloas Jo
aseajoy [eloijoun ue si siyy :1awiejasig

pneld auiyosey bunoa
O0lU0J}29|3 9A01d O] aAeY Bje uonoa|l |Ind
s eibio95) Jo sanunon gz
aseyoind o] 3893204 Jo IO MolL$
JOA0 Juads aAeH
suazin eibiooso

T YT T T T TR T = £ -—rewroy T T T

Jawieosiq

dgg2:cn S0 De unf

EIDISBLYOF

EIDISBLYOF




l $00Z 3bpAdog woo'sjo|jeqradediunog woyy esyou ueyum Jopd JNOYIM eINQLISQ JOU 0Q |BRUIPYUCY
woo’ muo_ _mn_._mnu&::n-u@w:_mca e

SNsusjealy] g sall [edllijod ® |eloueuld DNIGNNLSIA IAVH SHOANIA "0l

Hadx3 3yQq s.uoleN ‘suieH Asg Ag DILYIWNINT190dd NIAONd NV 6
anisuadx3 AjdAnigiyold

% 9lqIssodwi| SjUNoosY a¥e siojled Jaded oN ‘J1GVLIANYNN FM¥Y 8

+MIIA NIZILID 71N Ul pejunod

bulaq ssjop, 104 uodQ ON apircid ‘STLOA ¥NO LNNOD A1LINOIS

sawl| ¥ Apo}sn 4O ureyd NIVHD ¥3.1LOA IHL Mv3ud

(3ava-INVIN) ¥3dYd OL MOVE 09 03 Sa)uno) aAlQ

(vD) plogald jsuieby ynsme ] W'z ul Buginsay aiemyos

paliusdun peH B (QIN) STUNTIVE IAIMILY.LS NIAONd JAVH

Juswdinb3g usjoig ‘BupjoeH niyy siendiuep o] Ase3 g FHNDIASNI JHY

(se|dwex3 yo) sejoA aiengelsin ATLNITINANvy4d

AAISNIAX3 00L YV

mm_z__|_0<_>_ m_m_n_

10 0 M~

— N o <

Yoy ———— - — R T e S e e i . N

T T e, e

(34Q) swaeisAg Bunoa oiuoujoe|g aseyoind o1 10N AUM E.
saulyoe\ 34 o1 ON Aes 0] suoseay o *

hZﬁ&U

dgz:sg S0 o2 unp

EIDISBLPOY

ETDISBLPOF




(Buipunj yAVH
10 9jelg oN) Ajuno)

(Buipung eaepH/a3els ou)
Apjedoiuny

(Bujpuny
eAeH/9}e)s ou) A3unon
(Buipuny yAVH 10

aje)s ou) fjunon

Papund vAvH

SAVA OHM _

v Y

) pioyy j.ue) Alqegoid no) gpjogelq Buihng Buisepisuod
aAIsuadx 00 aly s34 (1)

[EPWO uofiealg Auno) 8|Bloso :svinos (z)
eafo/dwz uol9F Jo) J0JUID A3|SIGAIUN) BIEIS MBSSUUDY f1SY PLB Bio puseyossny; 'ejBloag funoy seiBnog :eoinos (i)

(193U d/00Z1.$-00€ WOIA)NSLS-INOZS
diN 10} ewl)sy / siajulid pjogaiq

umowjun
juawdinbg pajuay Apjedioiunpy

00sv$ (Z)wnwyuly Aeq ¢ 7 Aep 12d 0051$
€)S09 UBIdIUY29 ] pjogaig

papunjun 000‘cz$ sAed Ajunonsejbnoq *o'l
(leap J9d ‘aulyoewyges ‘Ajunod iag)
JoeJjUO) dJUBUIUIBIN PlOgDIq

apimaje)s saulyoel 005‘ve

10} N6"€S$ wawdinb3g pjogaid reulbuo vo

dgg:g0 S0 pg unr

ETOTISBLPOP

ETOTISBLYDY




SIOA (007 AIIAD J0J JUIYIBA] T SI [ROL) [RIIPI] ISLIIAY
EER s1030 181005 JNZ°€ Ajg3nod spuey sdurgoew pjogdq 00S¢¢

sfes pjogalg uey) aiow % 9L
**ajonb puohkaq 000‘60¥$ }so) pajewn}s3 [enjoy Ajuno)

(493und 19d 00g$
WGBSR QIO (D pajewysa) pasinbai ale Aay) i s19julid

000°€6$ = 000°L X £6% ¢ dB9A Ul )joelUO0) dueulajuley

(sAep z}) uonoa|3z 3sod
NETEENES'@4dl |  ‘Uojod|] Buung s)eam Z INVIDINHOAL

aulyoew ; 005‘z$ Alybnou
(VAVH Aq pred) ne'zs ‘@seyaind |euiblO saulyose| 000°L

pajond ueyy Ajunod Aq pied 810\ %91 J0 ebelony E. .
PIogaIq opimale)s Jo }1s0D ani| sjdwexy ¥ask

LNFOD

dosz:so sp pz unp

ETICTISELPOD

ETOTS6L+DY




002 JubAdad woo'sjoleqiedediunos wosy esgou uayum Joud JNOYIM aynqLEsSIA JOU O( :[BljUSp yuon

Rl MR  104-5 ANuessIdOATHMISOSUORISINbOV/90P/BIo AU/
:a49y Adoo e peOJUMOP UBD NOA :82JN0S

09€'6¥0°9L L $+++ ‘NVOS TVOILdO Woli SONIAVS 350D
ovo‘cZy'viLe uedg [eaydQ paseq jJouldald @ sjojjeq saded
000‘cLY°0€2$ (s3Q) ssuiyoew Bunoa ojuosyoa)3

:si1sfjeue Buimoljo} eyl Buimoys eje)s NJoA
MON U} Sajjunod |je 10} swaisAs uess jeando 'sA SgNQ Jo 51509 aseyasnd ay3 Bupedwos
sisAjeuy 3509 uonisinboy ue paseajas BUjOA payLIaA 10} SIONJOA MBN ‘S00Z ‘el udy up

:om_._mn_Eoo “moo :os.m.:co< >>>z

Lt o e T T T TR T T TR I T T T LI gty e .Y erE cCal

O

SaulyoBW YO UBY) SS9 %06 JeAQ sueogido

BunoA pauliap AN

“

ds2:s0 SO0 gz unr

EIOISGLYOT

EIOTISBLYOP




S)007] SMOPUIAA.
oju| aseqejeq plieAy] / paydniion.
suojjounjjely JeA1as SWID (81)
(UOISSILIWOY JO INO) Ysea) 3jajdwon.
swejqold dnjooge

s3)JOA Bujyojms.

suojjounyjeiy uessssyonol J33a (21)
SNOILONNATYIN ANIHOVIN

syjeQ Jayiomj|od pjogalq oN (91)

deoay jojjeg 3uQ peubisun (51)

deoay jojjeg |euoisiroid paubisun (1)
deoay jojjeq aajuasqgy paubisun (S1)
sadel 3¥Q uo sainjeubig ¢ jo yoe (z1)
SWITHO0Ud FUNLYNODIS / TVHNGIOONd

[

Bt L B2 ¥ -

sailobaje) pne. / Aoeinooeu| 7 wajqold 8l s.Lo8

$9]JOA 9lenge ] siiy Apusinpnelq s34d (2)

saulyoey uo asemyos payiasun (1)
Liauyoepy uejois (01)

payipoly sjeas Aundes (6)

uod9g auojeg uayjoig sjees Ajunoag (g8)

SW3TE0¥d ALRIND3S

pauoday Alewiwng uoydelg 03 dn

PPV 1,U0Q S8J0A THA + [RUOISIAOIY + 83JUSAY (L)
OAOS 28judsqy ‘sA deday jo|jeq 99jussqy (9)
HAOS |eUOIS|ACId "SA droay jojjeg |euo|sirold (S)
(s10013 Yyep deosay

"sA ade] 3¥Q '6'9) swe|qoid plogsia ‘SA plogstq (v)
S$9JOAIBpUN

papodal ajesndoeu] :SwSIqosd ILOANIANN (€)
Salex

ynouny %001 ueyj Jaybiy :swalgoid LNONNNL (2)
S9J0A [eJ0L

uey) sI9J0A poseisiboy Jama :Sa)oA INOLNVHA (1)
SINITS0¥Ud DRAINNN

Lzt il |

AT T T O A e A R TS LMY

LNHOD

di2:sp S0 o2 Jnr

ETOISBLPOY

EIDISBLPOP




$00z WbuAdon woo: m_o__mn._onu&::oo EEEE&LNNIB%&E e)nquUIsIq Jou o :[eijuapyuo)
oo ﬂo:mn_a%ﬁczou©w_=a_a (LR - N| J31NNOD HO A3AN3LN| SY

1SVO ONiI3g LON JLOA SINOSHId V NI
ONILTNSIY SINIT190Hd SS300Ud
ANY NOILYINdINYIN 3LOA 'SHOYYT INIHOVYIN
‘NOILYTINGVYLSIA "ONILNNOD ALOA 13HD3S
SapNouUl SIY1 "10]|eq 8y} 0} $S800Y
BunoLysal JO Jod)4e 8y} sey pue uonepiuul Jo saonoeld aaidassp Sapnjoul YIUAA
SIEIDIJO UOIJOB[S 10 SISNIOM ||0d JO 1onpuod Bulpnioul 1 vHI G330 ¥O LOV ANV
S1 dNvyd NOILO313
. Jojieq ay} 0} ssaooe Hunouysal Jo j1oaye
ay) sey }ey) 1onpuod Aue JO S)SISU0D pnedj uoios|3
"uoljepiwijul pue saoloeld aandasap spnpoul
PINOYS pUe S[BIDIHO UOID[d pue SIayIom |jod JO JoNPpLOod apnjdul pjnoys j|
"UOIJIUSP Japeolq yonul 8 aAeY pInoys pnedj uoijoald ‘wa)sAs uoijosle ay)
Ul 3oNPUoosiW 0} puodsal AjRAI0aYS 0} Japlo uj,
BullesH
UOISSIWWOD) WLIOJBY UOIN09(T Jale)-Jajeqg
81/¥0 1e ples INJMNYVY VH3guvd

(WA L S e LA itialar L : e O P S TTERY TR AT N TR, T Ty

(101 UOISSILIWOD UoRos|g |eJepad Wolj UoNEpuswILIoday UQ

paulyeQ pPnei4 uoos|3

de2:sp S0 D2 wunp

. ETDISEL$0b

ETOQOTSELYOY

DT




4047951013

40473951013

Jun 20 05 05:28p

Typical SOVC to Recap Mismatches

Which are the right numbers?

. U__mmn.._.nwmao_uu ELECTRONIC <0._._ZD MACHINE mmob_ull--. —
- : Jr . | | "None of
" DATE QF ELECTION zodmnumn. 2, uo:n e L . | _.._w—um .
COUNTY / MUNICIPALITY _CLINCE . ~TIME LAST VOTERVOTED A M.n.. yoh S
. .- NUMBER OF REGISTERED _ Z U
precineT ‘Homexrville  (Posts 1-5) " VOTERS INPRECINCT . ____ 8802 umocers

Match &

LT Lk U

D e s They should!

TN {0 RUEL I 1L TLN L - WO RCACT b

DRECT REGORD ELECTRONIC VATIHO MACHIHE RECAP
azcTion m IXCONR EAD UMY oomﬁm
Bt ¢ Py Oy o Pyla Ciom baturs Puls ot AF Fall Caa

r!l.: LK n_..F nﬁ.!.__t_.l 1] na.._

e == m_q Don’t match

o T s Uy — L S B — 11—

s et — SOVC Report

: |E.._u [ Foih 5] _ﬂ
CEITET S-S L L W amloli mel_ -
P e RN ** Evidence

ELCTaM M FOTAL OF nil WOTIE CANT |8 /B0 COMBEE B 1 -

T e Of Fraud!!
e e 222 From CLINCH SOVC Report

ZB03 _mH.___. E.ﬁ
B L

b= Uoo:.:m:ﬂa from Official Open Records Request o.‘. Clinch Oo::@

, PYTRPTIRPRPITPLIN ] DES T ' tard
L Tett 1 bt w0 o v L Siedoe St Pl e p el g Bt -0 L .
Cato it ’.'P..\rarn-— —




VI . . CormoL e T ST T e e
— ]
X _ USE RALL POINT PEN >O —I— — Z m
[+B ELECTION: [Chock Onio) 3 Ganaral ' B Dovsen — You Are Making Throe Coples i g
O Presidentinl Preference Primary
D Prmary WHITE shectto Saarstary of Slato
. O Spocal YELLOW et to Superntandont m>— —IC xmm
e - O Ruralf (if applicalite) PINK gh&gt to Cleck of Suparor Courd )
s s - 2" Line Under
COUNTY / MUNIGIPALITY RTNR/E O TIME LAST VOTER vOTED _ &'y 5 g
- - : " NUMBER OF REQISTERED
PRECINGT _pargrsim 2 VOTERS INPRECINCT. . 2650 P \V L —
m DIRECT RECORD ELECTRONIC VOTING an_.:zm WMOZU
— BECTION A: RECORD EACH UNIT
[} Eefore Folls Dpan Bafora Palls Opan After Polls Close  After Polls Cloao
— umm UNITNUMBER  SEAL NUMBER COUNTNUMBER  SEALNUMBER . GOUNT NUMBER
X < A J Iy 2] ) LA § - .
i __4 R RV o s ¢ P I—Ij ZO
n4... - MR YYi FEDLS i ...“__..,.u._..,.n.io .,uun.|._.....t IEEil m—tm _w
m R ..,KHN. o £ n_m%__ -_/3%
LYY iy 3T /3 Y IVLY) Z BU |_|—._ Z ._“
S __guv e : LiiF = P C m—-q m o m
: P A vee'y _~ h \m,%w;“
7 ie Yy Y300 c %6 DA _” .H_J m .ﬂ_“ 3
- [T A d YT & ;DA..nbh__ fi m m o o mm m
v TEETE, Tk Je! ¢l #pa?) .
A" T 0 3 %67] *ng—.—_—.—m <<OC_Q
B ] not accumulate
; SECTION B: TOTAL OF ALL VOTES CAST [ALL UNITS COMBINED}
o SECTION C: NUMBER OF PERSONS VOTING: . wmm C _ll_l .N@ < ﬁmﬁm
o . .
- 1. Total number voting aa ehawn by the Accumulator Resulla Tapa xl ] o
% 2 Tolal number vallng 85 shown on alt Numbered List of Voters (for primary: totel aX list) _
8 e e — Votes WERE NOT
<+ Republican Numbered List I
o Nonpartisan Numbared List —_— .
M 3. Tolal number vating s shown by Electora List = OOCZI—ImD >l—l >—|—|
4. Total number voling a shown by Veter Carlificales (for primary: tolat afl Tisl) %

Damocratic Voter Certiflleates
Republlean Veter Cerdficolos o —- m O\o o.ﬁ .Hj m
Nonpartlsan Yoler Cortificates L

Nota: Unes 1,2, and 4 shouic all be the same and should equal (o otal I Secton 2. A

, If ot ouﬂw_a d!fferance hare: LR TN { L e A A v—:mo-:o.ﬂ
£ 3

<ol VI (PO | i R L B AP Py ._u m:ni.,_‘:J
- s_s %Eu_._oa _,._namum... herelby nw&a__ ._._u_ the uvo__d is a true and comedt sccounling on this
the nﬁ‘o_ B L20_~t2 L BIGHNED IN ._.w_mtnb._.m . B N
g L e ..,.... Y el oo St ey T e Ermail: phyllis@countpaperbaliots.com
_,.,_!-o.a o Asszlant Monagar Asiaiont Mahager

from Countpaperballots.com Copyright 2004
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USE BALL POINT PEN
ELECTION: {Check One} T Geaanl . Lear Davn - You Are Making Three Copies Z>O I _ Z m

O Prealdential Prefarance Pmary
D Pdmary WHITE shost {0 Secntary of Skte

O Special YELLOWY sheel 10 Supatintendent
O RurncH {if applicato} PINK shaat lo Clerk of Supedor Cour

DATE OF BELECTION _unyromen 2, =nns

COUNTY /MUNICIPALITY __ SIEB/1ETN: TIME LASTVOTERVOTED ___ 2. O 7 _
NUMBER OF REGISTERED
PRECINGT YD 7 VQTERS INPRECINCT 1.812 [ A \_ N@v* B
‘DIRECT RECORD ELECTRONIC <0.=_zo.. MACHINE RECAP

SECTION A: RECORD EACH UNIT
Bafora Palls Open Before Polle Open:  ARerPolle Cloce  Aftar Polla Cloie

4047951013

4047951013

. Jun 20 05 05:29p

DRE UNIT NUMBER  BEAL HUMBER COUNT NUMBER SEAL NUMBER COUNT NUMBER
el ey Ly R ..._?fCC., Fiddq .
TR TR AT CuTy w (] : P dl: ZO
e T 4 ere I1s
P A FAVA “ - 15
P Number, The Not
\__.. -a..x“.... .ﬁ.&.unﬂ K 1 p..mx_-.__. C mﬂ- m o m
155k u... Sy - < Jo A
__n Ly ) n.___._.._.-_q\ . ) 4 ﬁ ﬁj m n —- -
RN [i iy 3 EDLRINMYS o ..._q : m m o o mm<m
EEEIE 4 YEyS o EFITALTAR T % - .
o I
Machine did not
SECTION B: TOTAL OF ALL YOTES CAST {ALL UNITS COMBINED) TS
SEGTION C: NUMBER OF PERSONS VOTING: ) x m m C _Il—l
1. Tota! number voiing 23 Shown by lhe Accurnulster Reculls Topa A
2, Tetal number voting ea shown on a8 Numbered List of Velors (for primary: 1o%al a8 [af) Lo 2T
et s 123Voters Votes
Repuhiican Numbared Ligt /.
Nenpartsan Numbored Lisl - - m
3. Tolel numbar voling a3 shown by Elaclors Llst oo g << m m Z OI—I
4, Total number voling as shown by Voler Certificatas (for primary: total afl list} Slug
e I COUNTED AT ALL
Republican Vaber Corlificates
Nongarizan Voler Cerdificales ,
Kowe: Lines 1, 2,3 and 4 should all be he sama and should an_._n__ ihe lotat In Soction B.
A I nat ws_u_: diffaranca hera!
...l\ \\P -.:.._ ﬁ.__“\.qu_ -‘\u..\r\_\_..“__l__cu n\___-\___\\\-....w.h.r
Wa, g..a ::nmaa:aﬂ_ Managers, _EmmE SB? thet sn sbove ia & ue m_._n morrect accouning on this ° N L '
the n_mwa R 2071+ SIGNERIN qm_u_._n\wqm e Email: phyllis@countpaperballots.com .
iy r. Ry £ _. -, ﬁ.\. ,_.____... hl\\l\m\-\;.r»\\l‘.. I n_n_-_\ . .

Mamager R _»at.__-_._:.____n_._._g V Zsaklant Manma:

from Countpaperballots.com Copyright 2004
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ATE OF ELEGTION _Neyemle. ,_ 2, 2004

FUNTY / MURICIPALITY _Puti.in

WECINCT Hh Flat Rock Yoluntowur Fire Nape.

TIME LAST VO1ER VOTED
NUMBER OF REGISTERED
VOTERS IN PRECINCI

1458

DIRECT RECORD ELECTRONIC VOTING MACHINE RECAP

ICTIOH A: RECORD EACH UNIY

Before Palls Open Belore Folls Open

Afler Polls Gloso

After Polls Closn

ORE UNIT HUMBER SEAL NUMDER COUNT NUMBER SEAL HUNMEER COUNT HUMBER

128236 nmmwﬁlm..mﬁ : _m o o.ﬂhptﬁ.w MM

—l8lls - Qa5 -

—aalg? | s eEm,G o S YTh |®M'H..I
L20R69 12852 0¥DE S h foe) o5 £a5

121498 -}lB8A- e oa/ (o] Qe s \\\ -
121608 121 608- G030 [ . ﬁ! —_ .
117556 OIS 4 T34

e evee3? &8

e ——————— —— ———

CTION 3 TOTAL OF ALL VOTES CAST (ALL UNITS COMBINED)
CTION C: HUMRER OF PCRSONS VOTING:

. Tolal numiber volng as shuvwn by the Accumulpior Resulls Tepe

Ve

% Tolal nembar voling as showa an off Mumbered List of Vaters (for primaiy; olal atl sy

Denrowallc Nunbered List
Rapuhlican Numbored List \
Nonportisan Sumbared Lial

n  Tolal numlet votlg a5 shown by Eloctors Lst

. Tolat numtaer vl _= us shown by Veler Gertficatos (lor prlinory: 1otnl al flst}

Demaesmilz Volar Canlilicacas
- L lo Repuhieen Voler Cerlificales
adr Aok (bt Hunpalsen Voter Cecliicatug
“f mptdaf sein, _S.?—r .krp.m.r.e_m\.h..r% Lhpr
jole: Lmbks 1, 2, 3 and 4 shoutd all be the sange andshould

I 101 oxypslois elifararsa bigr p:

Ry _ O _BeAnd

} ny valze

it b Btn g sptiihisd
etuch tiice ‘ol In Ssetjan B.

—L

f e

1A Aw .

bkm%k@,uﬁ

" e et P gt gt e o b R ] T e e s

.

SIGNE H_ﬂ

accountig or: _Eu

7 ,n_.\mnh\

ATE .

q\np

£y :..F_l_»

, tho undara'qned Mana ...._ ha- oS.
fhaw.-qu
bt..ﬂ \_RL&L @, " \urm.‘wr.._

\.nwﬂp et .\\\ -

pwr-n\HNw‘\( ol

I

st v |
¢hm=_.ﬁ‘rwm? Q. _ b~

FRTOTEE L g |

Problems:
1. PHANTOM
VOTES

m Security Seal —
CrossOuts
3. Extensive
Pollworker Notes

m_.:m__ v_d.___m@no::ﬁmum.dm:oﬁ no_:
Emﬂaqum__oﬁ.oo:._ Copyright 2004
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OATE OF ELECTION |.|\ _

lh\ A

’,
COUMLY ¢ MUNICIPALITY I\.; ; ,vn\.kra\u.f TIME LAST VOTER VOTED A .w_\
b Q = NUMBER OF REGISTERED
czmc_zﬁi_. gl A \ _ VOTERS 1N PRECINCT A¥3

DIRECT RECORD ELECTRONIC VOTING MACHINE RECAP

SECTION A: NECORD EACH UNIT
Balors Polls Opon
SEAL NUMDPEN

Aflor Polle Closo
GOUNT NUMBER

Aftor Polls Cloar

Beofora Polle Opan
SEAL WUMBER

COUNT NUMBER

DRE UNHIV HUMBER

WEZATLd
(2.0 Sk

[ ——

SEC 110N Mt: TOTAL OF ALL YOTES CAST (ALL UNITS COMBINED)
SEC TUN ('; HUMBER OF PERSONS VOTING:

1. tolal suniber voting as showm by Lho Accurnutatar Resulis Tapw

2. Tolb inaler voling as shawn on all Numbsred Lis; uf Yuters (for primary: total sl I'51)
Bamocratic Mumbered Ust
Rrepublican Numberad Llst
Monpartison Numbared List

e

— - —

—

3, Vot number vollngy o shown by Elocture Lict
2 Y _

4. Teia nurnbee voling s shawn by Voler Cerlificnies ((cr primary: lotal ol Tis)
Domoatnlic Yoler Canilicoles
Rapubfican Yolor Cerlificales
Hongmitisan Volor Cedliticalen

———
————— -

1 ——

Mote: Liwes 3, 2, 3 ad 4 should all b Wo EARME and shiould egual __.mh,wm.a_ in Sedion B.
if not axplaln dilfe-erce here: |

wWa, lha undersigned Managora, hel y cailily lhal jhe atova Is a
—2 _ dayof __ [
Awvshlonl B anzpuf

f

Irve 6nd correc! accounting on thia

2002 4. SIGNED IN TRIPLICATE
[ mm WM

7 Facelarl Barniar

PHANTOM

| VOTES=

More Machine
Votes Than “™

Voters

JEFFERSON
COUNTY

mait: v:E:m_@oocsﬁbm_mw?m__oﬂm.noa.
serballots.com Copyright 2004
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- T -

NepEe—— RSPl P L T DRI IV YT -1 JIALLY Ny T

nm Runoll il appiicaba) PINK shinel 10 Clesk of Suptelar Courl
Pl
nargor ELecTion_NVav 2, Zoav N
1, ! =
COUNTY ! MUMICIPALITY f_\\.: 1€ TIME LAST VOTER VOTED 7 !w.....u
/ NUMBER DOF REGISTERED § 2 ¢
precnet Ve nache VOTERS IN PRECINGF ~2

DIRECT RECORD ELECTRONIC VOTING MACHINE RECAP
SECTION A: RECORD EACH UNIT
Belore Polls Open Bafore Polls Open Alwer Polls Close  After Polls Glose

DRE UNIT NUMBER SEAL NUMBER COUNT NUMBER SEAL NUMBER COUNT NUMBER
JARI7T 01¥R3IY LA RN IR jo¥ .
jarxee g NG IX ] £z ) e S5 jie
P2 sw..:m Zz 029945 £ Sv e This LN IPES
-Z 35 47 N2196€0 R . L2 RROTHRT iot
_.. T 7Y \ a2 REIX 7 (M @) e 53R 107
17 o £4 5 Q29 K50 2 23l te A2 N
SEGTION 13 TOTAL OF ALL VOTES CAST {ALL UNITS COMBINED) R _
SEC1ION C: HUMBER OF PERSDNS VOTING:
. : & 8-
1 Tolal nanpbe: votiig a3 shown by the Aceurnulaler Rasulls Tape —— -
7 Towt ninpbe; voling as shewn en all Numberod List ol Volers {for prinary: total oll lIgt) . ...__..M.-m.”,.m -
Democralle Numberad Lisl
Republican Numbored Lisl N
Monparlisan Nunbered Llst -
3. Tolal numbar vabing as shovm by Electors List -
A, Tulal rurmber vulug as shown by Yolor Carlifivatos (hyr primary: lolal alt ist) |\P.ML,M|||!.:
Democialic Valer Cerllficates -
; Ropublicom Votor Costificnles
MNenpaizan Voler Ceslificales
Note:  Linas 1,2, =t 4 shaLtd all be the samio and sheuld pa_:__ tap lolalin Secllpn B~ 0 ]
1l o explaln difference hera: m‘m.o ﬂn w: Tz am..\w_ g 0 gt 5

an\ L11

Lok f byt

[y \m. )

- e = [T

PHANTOM
VOTES=
More Machine
Votes Than
Voters

JEFFERSON
COUNTY

i u:w__.w@no::ﬁmbm&m__oﬁ..nm_qm.___,_

»allots.com Copyright 2004
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copnt  (2) DREs Fraudulently MisTabulate Votes

Yo

B Absentee Turnout Rates Over 100% (how is that?)

4047851013

4047951013

Jun 20 05 05:31p

Cards Cast Report o ad
Randolph County, Georgta Page:1 of |
November 2, 2004 General
Qffjcial Regults
DisticVReportunil VYGmup! YOroap2 Cord Ballot Cast  Wolers  Pooemt
Ewnue__.ﬁéta NP NP ) T 25 uw 9620
: 2 2 18 .
Np e 3 3 168 5 1050 I smell
q 4 d56 256
m“ ﬁ 5 5 139 D . A Hﬂm—ﬂﬂ
_Abssiiee - Foial TOTAL_ . NP . 1027 GUB _ L6891

How can you have 89 Voters and 161 Cards cast
And the Turnout Percentage be 180.90%...Impossible to
Have this many cards cast with these few voters...

Email: u_E__mm._@n_o::ﬁwﬁmqcm__o_*w___.mﬂ.&.m
Confidential: Do not Distribute without prior written notice from Countpaperballots.com Copyright 2004
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OFFICIAL Resuits

KERRY
47% BUSH

B/ 53%

PHANTOM
VOTES
14%

Randolph
County
AFTER AUDIT
RESULTS

ENOUGH
PHANTOM
VOTES

TO MAKE

THE WINNER OF
KERRY / BUSH
RACE
UNCERTAIN
Other Races
Affected:

PSC

Court of Appeals
Judge
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Joan Dixon House Rep. Dist. 140 Race

Affected by Machine Failure

Officlal Results

Freensan (R)
i 50.2%

Cixan (D)
49.78%

FREEMAN DIXON

. RO
9,079 8,999
50.20% 49.80%
County
BIBB 3,862 1,950
JONES 1,945 1,873
TWIGGS 1,825 2,273
WILKINS ON 1457 2,903
9,079 8,999
LostBy 80 ____

Confidential: Do not Distribute without

49,22%

Restated Dixen Race Rasults House Dist. 140

1.12%

49,66%

@ Freeman {R) m Dixon (D} 01 Phantom Votes
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capnt  (2) DREs Fraudulently MisTabulate Votes
A Oh Yeah, and Security Seal Problems out the Yin Yang..

 min i

What kind of security process allows opening machines
2 weeks before election and County election
Officials authorized to put NEW Security seals locally?

COUNTY / MUNIGIPALITY _Clinch ! TIME LAST VOTERVOTED __ /,' 54 R~H-
NUMBER OF REGISTERED
PRECINCT __ARABIA (POST 2) VOTERS IN PRECINCT QL

DIRECT RECORD ELECTRONIC VOTING MACHINE RECAP
SECTION A: RECORD EACH UNIT

Before Polls Open After Polls Close Before Polls Open  Afer Polls Close
umm cz: NUMBER SEAL MIMBER SEAL NUMBER COUNT NUMBER  COUNT NUMBER
122231 -020453- _* 0 ) 35
029411 o N3
136753 ~920425- * 0 . o B2,
. 7629450 00 7709

* There was water Aamage to storage room where TS units are_stored.
Both units were opened 1o see if water was inside pbtrage case and
Emospsmm Wik +ivn3d 5on no see 1Y they "booted up". No water was found
New seals were attached to cases

— -Ililinm.f
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PHYLLIS A. HUSTER

FACSIMILE TRANSMITTAL SHEET

TO: FROM:
Mr. Bruce McDannold Phyllis A. Huster
COMPANY: DATE:
California VSPP Member 6/20/2005
FAX NUMBER: TOTAL NO. OF PAGES INCLUDING
‘ COVER:
(916) 653-3214 41
PHONE NUMBER: SENDER’S REFERENCE NUMBER:
7704320199 office 404.795.1013 fax
RE: YOUR REFERENCE NUMBER:

Powerpoint,Georgita DRE Machine Probs

YURGENT [DFOR REVIEW N PLEASE COMMENTOPLEASE REPLY O PLEASE
RECYCLE

NOTES/COMMENTS:

Dear Mr. McDannold:

I have spent 6 months and thousands of dollars along with 100+ other Georgia
citizens and in cooperation with 10 national organizations to audit the Georgia
Election. Georgia is 100% Diebold. I wanted your team to review my findings
before choosing DRE machines for California. Enclosed is my 10 Reasons Not
To Buy DRE Machines!

Please make the right decision for Californians.... Choose a nontechnological
way to provide paper ballots and handcount these ballots in the precincts in full
view of citizens election day. Nothing short of this will mean the votes are
counted accurately. '

Please read this document in its entirety, it has proof of Georgia Diebold
Election Mistabulation and shgws the problems with DRE machines in very
simple readability.

Phyllis A. Huster
770.432.0199 office 404.795.1013 fax
Phyllis@countpaperballots.com email

1408 LAKES DR. " ATLANTA, GA 3033% ¢ 270.432.0190 = 404.795.1013{FAX) "
PHYLLIS@COUNTPAPERBALLOTS.COM
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Social Justice Committee
Berkeley Fellowship of Unitarian Universalists

1606 Bonira Avenue, Berkeley, CA 94709-2022

510-841-4824  office@bfun.org  www.bfuu.org
Co-Chairs: Cynrhia Johnson and PhoeBe ANNE (sorgen)

June 19, 2005

Bruce McPherson
California Secretary of State
1500 11th Street
Sacramento, CA 95814

Subject: Voting Machines

Dear Secretary McPherson:

Our committee has an ongoing concern with insecure, secret software in voting machines,
which seriously risks electoral fraud. On Thursday, June 17, our co-chair, PhoeBe ANNL
(sorgen), went to Sacramento to speak on this issue. She was quoted in the Oakland
Tribune and Hayward Daily Review, as follows:

If you value democracy you will not certify these hackable machines with secret
mechanisms that are considered proprietary. You will dump Diebold [and]
Elections Systems and Software.

This guotation is accurate and represents the views of our committee. Also, you should
know that PhoeBe sits on the City of Berkeley's Peace and Justice Commission.

Respectfully yours,

Cynthia Johnson
Co-Chair, Social Justice Cominittee

cC:

Bruce McDannold Lee Lawrence
Election Systems Division Chair, PCD Social Justice Action Cominillee
Office of the Secretary of State ) 164 Valley Hill Diive
1500 11th Street, 15th Floor Moraga, CA 94556
Sacramento, CA 95814 )
bmedanno@ss.ca.gov Susan Leslic
Director for Corgregational Advocacyand
Rev. Lindi Ramsden Wilness
UU Legislative Ministry - California Unitarian Universalist Association
926 J Street, Suite 417 25 Beacon Street

Sacramento, CA 95814 Boston, MA 02108
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Californians for Electoral Reform
PO Box 128, Sacramento, CA 95812
916-455-8021
www.cfer.org

22 June 2005

Constituent Affairs

Secretary of State’s Office
Executive Division

1500 11th Street

Sacramento, CA 95814

FAX: 916-653-9675

Email: constituentaffairs@ss.ca.gov

To whom it may concern:

As I testified at the Voting Systems and Procedures Panel meeting of 16 June 2005, it is
important that a voter-verifiable paper audit record be made for every ballot (whether actually
verified by the voter or not), so that there will be no unresolvable discrepancies when the one
percent manual tally is conducted.

(The Diebold system being considered that day would not produce such a record during
curbside voting, meaning that there would be fewer paper audit records than votes cast in that
precinct, rendering useless the one percent manual tally as a check on the voting equipment.
Because of this flaw, that system should not be used for curbside voting.)

It is also important that, in the event of any discrepancy, the paper audit records be treated as
more accurate (absent any evidence to the contrary) than the electronic records. Similarly, the
voter-verifiable paper audit records should be used in any full manual recount.

1426 Lloyd Way

Mountain View, CA 94040
(650)-786-6200 (work)
(650)-962-8412 (home)
steve.chessin@alum. mit.edu



2355 Virginia Street
Berkeley, CA 94709

20 June 2005
charlene@woodynet.net

Bruce McPherson,

California Secretary of State
1500 11th Street
Sacramento, California 95814

RE: Certification of electronic voting machines

Dear Mr. McPherson,

I'm sure your primary goal is to assure&ah‘fomia voters that we can be confident in the accuracy
and fairness of our elections. The right'and responsibility to vote are the basis of a healthy
democracy. The use of voting machines susceptible to tampering or fraud, whose makers claim
their software to be proprietary information, is not acceptable. A mode of voting that is not
100% secure and does not conveniently permit a recount is not acceptable.

The clear consensus at the public meeting held on Junel6 by your staff was that paper ballots
are the most reliable voling procedure we have, and that electronic voting machines should only
be used if they are provided with open-source software rather than the proprietary, trade-secret
software that Diebold, ES&S, and other electronic vohng machine makers insist on, as for-profit
companies. It was also clear at that meeting that the “paper trail” mechanism Diebold wants
certified is for all practical purposes unusable. There was no indication how it would readily
facilitate a recount or audit, which is the whole point. Several disabled speakers noted their
preference to sacrifice some secrecy for accuracy in the recording and counting of their vote. A
machine could be provided at each polling stafion for disabled voter who preferred to use it.

It is disturbing that former Alameda County Registrar of voters Brad Carson now sits on your
panel to consider certification of Diebold machines, since he purchased Diebold voling
machirnies for our county, without regard to the fact that they provided no possibility of a
recount.

If we cannot have an accurate vote by machine, we should return to paper ballots, as are used
in many countries, including England. I have no doubt that sufficient numbers of volunteers
would make themselves available to help with the vote count. American voters would prefer to
take more time for a vote count than to accept results provided by easily-manipulated
electronic voting machines.

Please defend our right to accurate and fair elections and make sure the terms of the Political
Reform Act are respected.

C . - - N - P [ -~ [ R X2

Sincerely,

(/[/(MW Mmf/’m&/

Charlene M. Woodcock

A cuappilin, madeby ove cyirbin L GE e nedons

G olirs nce yuu?@v% W«ﬁ%%
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06/21/05 18:31 FAX 650 493 8764 ISPO-PA foo1

FAX TO:

Voting Systems and Procedures Panel (VSPP)

Office of the California Secretary of State

Atin, Bruce McDannold

FAX (916) 653-3214 - Tel. (916) 657-2166,

or mail to: 1500 11th St, 5th Floor, Sacramento, CA 95814

DENY CERTIFICATION TO
1. DIEBOLD GEMS 1.18.22 AV-TSX 4.6.1 VOTING SYSTEM with The ACCU VIEW
PRINTER MODULE

2.ES &S TABULATORS, Models 100, 550, and 650

3. Any System with Wireless and Internet Capabilities

These systems don’t pass the sniff test.

Smells rotten= is rotten

BAN DIEBOLD FROM DOING BUSINESS IN CALIFORNIA FOR 3 YEARS:
Enforce California Election Code Section 19214.5, Subsection (a) and (3) due to their Criminal Acts of
Defrauding 17 California Counties in the sale of Uncertified Software.

From:
-~ 1

Daniel Lilienstein -
Intelsat

Palo Alto, California
21 June 2005
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Voting Systems and Procedures Panel (VSPP)
Office of the California Secretary of State

Attn. Bruce McDannold

1500 11th St, 5th Floor, Sacramento, CA 95814

Dear Mr. Mc Dannold and Members of the Voting Systems and Procedures Panel,

As a Califomia citizen, I must communicate with you about something that is very dear to my
heart. Since I reached voting age, I have valued my right to vote and have exercised that right
diligently. I am now extremely concerned about developments in electronic voting that appear to
compromise the very integrity of our democratic system. I am so concemed, in fact, that I am
writing to insist that you protect my voting privilege and provide me with greater transparency.
As a California voter, I need to be confident that I have been provided with an open and
transparent electoral technology complete with a verifiable paper trail.

I have learned that you are considering buying machines that are neither transparent nor provide a
verifiable paper trail. This is totally unacceptable. I, along with my colleagues, friends,
neighbors, and relatives are closely watching as you make your decisions. We will fight to the
bitter end to protect our sacred right to vote, and have our votes counted. You can count on that.
Thus, I am requesting of you the following:

(1) The voting process must have a verifiable paper trail.

(2) Each voting machine must produce an archival paper trail.

(3) There can be no wireless or Internet access, which would leave our votes vulnerable to
manipulation.

(4) There can be no proprietary software or hardware.

(5) There can be no private maintenance of machines.

(6) There must be a categorical disqualification of all vendors with software authored by anyone
ever convicted of a felony, or any vendors that allow convicted felons access to computer source

code or voter identification information.

(7) Paper trails must not have to be read by a private entity, and should not be produced on a
cash register roll that may violate voter privacy.

(8) Vendors who have been sued under any name or who have previously installed illegal voting
equipment in California must be disqualified — this means specifically Diebold. Absolutely NO
DIEBOLD MACHINES should be allowed in California.



(9) There must be no overly complex voting machines that require extra payment to poll workers
or excessive technical training.

(10) There must be no modular data components vulnerable to exchanges with malicious data.

Thank you for paying close attention to my letter. I want you to know that California voters
will absolutely NOT tolerate any attempt to corrupt or manipulate the electoral process here in
California. Please do not eventry. As I said before, we are watching you closely.

Sincerely,

Gloria E.
7149 Hidden Pine Drive
San Gabriel, CA 91775

tel: 626-309-1451
email: gloriagarvin@aol.com
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Glen S. Rickey
2896 Heron Way
Sacramento, CA 95821

June 28, 2005

Bruce McPherson

Bruce McDannoid

Voting Systems and Procedures Panel, Office of the California Secretary of State
1500 11* St., 5% Floor

Sacramento, CA 95814

VIA FAX: (916) 653-3214

Re: Voting Systems ahd Procedures

Dear Mr. McPherson:

I was in attendance of the public hearing of the Voting Systerms and Procedures Pane! (VSPP)
on June 17, 2005.

| was shocked to hear the staff report which detailed the fixes and current problems with the
Diebold voting machines, and despite these problems, that the recommendation was “to certify”
these systems provisionally!

Some of the ‘bug fixes' of this new version of Diebold software were only caught because they
were used in a Califomia election! The idea that our elections could be thrown into question by
using technology that cannot be veited by the state in advance of an election is absolutely
imational. Both Diebold and ES & S consider the inner workings of these devices as
‘proprietary’. Discavering bugs durnng an election is absolutely unfathomable!

The paper-trail system provided by Diebold appears to be an afterthought tacked on to gamish
further state money. These printing devices were originally being submitted for certification as a
protolype! Questions have been raised about the readability and durability of Diebold's paper-
frail, in the event of manual recounts.

| cannot understand what benefit these devices provide to the counties. They require constant
maintenance, which can only be provided by the vendor. They have proven records of faully
results. Diebold has paid seflements for providing faulty or uncerlified equipment.
Furthermore, these devices have numerous pofential security holes and exploits. Most
damaging of all, the use of these devices continues fo erode the public’s frust in the
government. The provable ‘chain of custody’ of my vole is broken at the very moment | use one
of these machines!

Please do not cerlify these expensive, problematic devices. FPlease restore my faith in the
integrity of the voting process. Please, Mr. McPherson, protect my vote.

Sincerely,
st

Glen S. Rickey



California Secretary of State
1500 11th Street
Sacramento, California 95814

Dear Secretary McPherson:

I am writing to ask you to fulfill your pledge to the Assembly Rules Committee to
continue to support voter-verified paper ballots. Your participation in co-authoring SB
1438 helps me to believe that you are inclined to support a transparent and open election
system. However, as you well know, there is much more work that needs to be done to
ensure fair elections.

I know that you signed ACR 242, a resolution that suggests the Secretary of State look
into the use of open source software for public elections. I believe that open source
software would help to make our elections more transparent and te instill voter
confidence to the election process. I understand that in early June a group of citizens with
Citizens Act is coming to Sacramento from Los Angeles to lobby officials such as
yourself, the govemor, and State Assembly and Senate members about various election
reforms, including the use of open source software and voter-verifiable paper ballots.

The group that is the furthest along in designing a reliable open source voter-verifiable
paper ballot voting system is Open Voting Consortium (OVC)
(http://www openvoting.org).

The OVC precinct-based system meets all accessibility requirements for HAVA. It uses
open source software and provides a voter-verified paper ballot, both of which are
necessary for voter confidence. It will be less expensive to purchase and operate than
Diebold or other DRE voting systems. Furthermore, the central county canvassing
systems also need to be auditable, secure, reliable, and transparent, and OVC is working
©ON an Open source version.

OVC is a large, multi-partisan organization that has received support from many other
organizations and prominent individuals. (Jim March of BlackBoxVoting.org,
Congresswoman Maxine Waters, and 2004 Green Party presidential candidate David
Cobb are among OVC's list of endorsers.)

OVC proposes to work with the University of California to develop a publicly-owned
open source voting system for California. This project needs your support to get off the
ground. I respectfully request that you schedule a meeting with Alan Dechert, President
of the OVC, Professor Arthur Keller, UC Santa Cruz computer scientist, yourself, and
Governor Schwarzenegger as soon as possible.

Alan Dechert: (916) 791-0456, alan(@openvoting.org
Arthur Keller: (650) 424-0202, ark@soe.ucsc.edu

\QWW CA
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MERVIS L. REISSIG

4222 Primrose Avenue Telephone: (707) 586-5913
Santa Rosa, CA 95407 E-Mail: mervisr@aol.com
June 27, 2005
VYIA FEDERAL EXPRESS & FAX

Mr. Bruce McDannold
Election Systems Division
Office of the Secretary of State
1500 11" Street, 5" Floor
Sacramento, CA 95814

Dear Mr. McDannold:
Last week there was another major security breach with computers in this country, with Mastercard this time.

At work, we struggled through another day of paper trails and security fixes at the publicly traded company for
whom I do work — requirements legislated within the last two years by Sarbanes-Oxley, as a result of major
fraud by huge, and formerly well-thought-of, companies. In particular, we must thoroughly document every
change we make to our “mission critical” software packages, so the auditors can determine why we are
making the changes, who has authorized the changes, and what steps we have taken to assure data

inteprity.

And I thought to myself: Why wouldn’t we protect our voting system — definitely a “mission critical”
system to the United States and its people! — in this same way? Why wouldn’t we take the high road to
protect our precious votes to the maximum against these problems? Why wouldn’t we assure that security is
foolproof? Why wouldn’t we require the same sound auditor trails required in business in the voting system that
is the very foundation of our country?

Why do we even have to debate doing the right thing with computerized voting machines? Prerequisites for any
computer system are this: (1) foolproof security to the extent it can be foolproof and (2) auditable trails!
Diebold has not shown that they can deliver. In fact, numerous experts have demonstrated that their systems can
be hacked; and the current issue with paper verification is that their machines have no audit trail.

Remember that most people considered WorldCom to be a solid, reputable company. Most people even thought
Enron was! But instead they wreaked havoc on the American public and its economy. Protection came after the
fact. We should have learned a lot from these experiences! Let’s protect our vote before any company can
cheat us!

Diebold can’t deliver; we don’t buy. Simple. Logical. Why wouldn’t we look for alternatives that satisfy our
need?

We must protect our most cherished right to vote by demanding top-level security and verifiable paper trails.
Very truly yours, -,

— v

Mervis L. Reissig %

ce: Elections Committee: Senators Bowen, Battin, Dunn, Murray, Poochigian, and Romero

Assemblyman Joe Nation
Senator Carole Migden
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ANN K. BARNETT
Auditor-Controller-County Clerk

Glenn S, Speocer Auditor-Controller: 661-868-35%9
Aggigtant Auditor-Controller-Comnty Clerk Comnty Clerk: 661-868-3588
B\ Regisar of Voters (Blections):
County Adminisirative Center H 661-868-3550
1115 Truxtun Avepue, Second Floor N 800-452.vOTE

Bakersfield, CA 93301-4639
FAX 661-868-3560

)

TTY Relay 800-735-2929
FAX 661-868-1768

June 27, 2005

William Woods, Chairman

Voting Systems and Procedures Panel
1500 11™ Street

Sacramento, CA 95814

RE: Comments Regarding Touch Screen Voting

To conduct accuratc clections is the charge of every Registrar of Voters. Computer experts and
others, familiar with the risks and shortcomings of computers, but possessing insufhcient
knowledge of elections, have greatly iofluenced public perception of the need to “make elections
safe” from touch screen voting machines. However, if these ndividuals truly understood election
processes and procedures, they would realize that election procedures prohibit much of what they
are concerned about:

1. Vendors could determine the outcome of an election.

The tabulation of votes for a candidate on a touch screen unit is not associated with the name of a
candidate in GEMS (Diebold tabulation software). Candidates are given a unique nutmber when
the candidates are entered into the system. In developmg the software, the vendor will have no
way of knowing what that number will be, because counties receive the tabulation software before
the data is entered into the data management software. In fact, that number is not predetermined,
but is determined by the order of keying and how the County sorts data. In addition, ¢lection
tabulation software is tested upside down and sideways with extensive logic and accuracy tests to
venfy that votes are counted accurately.

2. A bad person could hack into the system and destroy an election.

Tabulation software is individually loaded on each machine. These machines are stand-alone
machines. They are neither networked together nor linked to the Internet. When a ballot is cast,
the votes are encrypted on the memory card and hard drive. The only way to access that data
would be through access to the memory card, which is secured by lock and seal. Because voting
is so quick on touch screen machines, someone trying to hack in at the polling place would most
likely be very obvious to a poll worker. Poll workers are trained to be observant. The bottom line
is that the integrity of an election is most vulnerable fom those who are responsible for the
clection — the Registrar and his or her staff, which has always been the case. The solution to this
dilemma as it relates to touch screen voting machines is parallel monitoring, which is a process
already in place. '

3. Loss of voter privacy, or the ability to tie a voter to a ballot. Ifthere is only one touch
screen per precinct, and no paper ballots are used at the polling site, it would be possible to
associate a voter to a particular ballot simply by comparing the order of voters identified on the
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Touch Screen Voting
Page Two

Roster of Voters to the order of ballots on the single touch screen unit. However, if no paper
ballots are used in polling places, even the smallest precinct has multiple touch screcns to msure
continuity of voting in the event there is a problem with one machine. In Kem County, we have a
minimum of three machines at a siogle precinct site. ' We could have as many as 35 machines in a
polling site. That being the case, neither poll workers nor county election statf could associate a
ballot to a voter simply because there is no way of knowing who voted on what machine. Ifa
combination of paper and touch screens were used there would be no way to associate a ballot to
a voter.

4. No proof that votes-were counted as voted. The initial concept of the VVPAT was to
provide assurance to a voter via a piece of paper that the vote count actually corresponds to
actual ballots cast. However, if you look at what the VVPAT actually does, its value is minimal,
The flow of data on a touch screen machine is as follows:

» Voter enters vote on screen

« Datain RAM

« Summary screen identifies votes selected

e When voter selects print option, ballot image is generated in RAM

e Ballat imagc prints to VVPAT

e [fvote is cast, two files (encrypted ballot images) are written from the RAM

simultaneously to the hard drive and the memory card.
» Two files are compared, and only when verified as identical does software
accurnuiate into tabulation.

Thus, the records on the VVPAT are exactly the same as the records presented on the Summary
of Vote screen. The screen is just much easicr to read. The VVPAT paper is no more “proof” of
how a vote is actually counted than the easy-to-read screenis. Touch screens, paper ballots, and
punch card ballots all use tabulation software to count ballots. All such software goes through
logic and accyracy tests to insure that ballots are counted accurately. The ballot itself is not proof
of how a vote is counted. Thus, there is a push to use the VVPAT in recounts and in the 1%
canvass recount to insure the integnty of the tabulation process.

There are two bills pending in the legislature to mandate the use of the VVPAT for the canvass
1% recount. Using the VVPAT for such a count is problematic. Time is a factor, since the
canvass must be completed within 28 days. This 1% recount is done by taking a sample of
precincts, covenng all races. The tabulation software consolidates precinct totals from multiple
touch screens. The VVPAT, from which precinct counts would have to be done, would have
multiple ballot types representing multiple precincts on the roll of paper, making the manual count
extremely slow (pick and choose). In addition, due to the type of papcr, the VVPAT will be
difficult to read for long periods of time. Both of these factors jeopardize the accuracy and timely
completion of the canvass. In addition, usiog the VVPAT this way would be counter productive
for counties which have consolidated precincts into multi-precinet polling sites in order to meet
federal and state ADA requirements.

Use of the VVPAT for recounts is also problematic as a unique nurnber is required for provisional
ballots, but such a number 15 not allowed to print on the VVPAT. A very practical altemative to
using the VVPAT as a 1% recount tool is parallel monitoring by the Secretary of State on
Election Day. This has been done for the past two major elections in touch screen counties,
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Touch Screen Voting
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and is an ideal method of testing the accuracy of touch screen voting. To date, pacallel
monitoring has proved touch screens to be 100% accurate.

Because the 1% manual recount is 2 requirement of law, and not likely to be changed soon, using
the bar code on the VVPAT to do the manual recount is a vinble option, even to the extent of
making a visnal comparison of one of the candidates in the barcode to the VVPAT representation
of the ballot {verifying the accuracy of the bar code). There are many procedures to be worked
out, but this is at least potentially doable.

These issues are not nsurmountable. Taking a serious look at election security is a good thing,
Because of the raised awareness of both specialists and the general public, vendors of voting
equipment have becormne more security conscious and have been responsive to California’s still
changing requirements. However, elections is a time sensitive business. Responses to changing
rules require time, but elections go on. It is not recasonable to expect that all the issues regarding
VVPAT to be resolved before we have even used it in California. Meanwhile, there are three
elections that arc fast approaching, plus the effective date of HAVA and all of the ramfications
thereof.

[ urge certification of the Diebold TSX system and a re-evaluation ofthe use of VVPAT for

the 1% manual count and requested recounts.

Sincerely,

Ann K. Barnett
Kem County Registrar of Voters
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va Kata_j a, Ph.D.

1208 Femwood Pacific Drive
Topanga, CA 90290-3228
310-455-2580
evakataja@hotmail.com

June 22, 2005

California Secretary of State
1500 11th Street
Sacramento, California 95814

RE: Voter-Verified Paper Ballots and Open Source Software
Are Essential for Fair Elections

Dear Secretary McPherson:

Please carry out your pledge to the Assembly Rules Committee to continue supporting voter-
verified paper ballots. Your co-authoring of SB1438 indicated you supported transparent (fair)
elections in California. Additionally, you essentially agreed to look into the use of open source
elections software by signing ACR 242,

I believe open source software is an essential second component of fair elections. The public must
be able to verify that its elections software performs as it should. Using software that is a
proprietary secret is nothing less than an abomination. Open source software would instill voter
confidence for the right reasons. The group furthest along in designing a reliable open source voter-
verifiable paper ballot voting system is Open Voting Consortium (OVC)
(http://www.openvoting.org). The OVC precinct-based system will be:

¢ In compliance with all HAVA accessibility requirements
Less expensive to purchase and operate than Diebold or other DRE voting systems
e Auditable, secure, reliable, and transparent

OVC is a large, multi-partisan organization supported by many other organizations, and prominent
individuals including Republican Jim March of BlackBoxVoting.org, Congresswoman Maxine
Waters, and 2004 Green Party presidential candidate David Cobb. OVC proposes to work with the
University of California to develop a publicly-owned open source voting system for California.
Your support for this project is essential.

I respectfully request that you meet with OVC President Alan Dechert (916) 791-0456,
alan@openvoting.org), Professor Arthur Keller, UC Santa Cruz computer scientist {(650) 424-0202,
ark(@soe.ucsc.edu), and Governor Schwarzenegger as soon as possible to further this project..

Please — do the right thing. Stolen elections are intolerable. The majority of Americans wish to
live in a democracy and many left their land of birth in order to do so. This is a non-partisan issue.

Sincerel
ﬁ \
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Michael jay
4023 Murietta Avenue  Sherman Qaks, CA 91423 818 783 6684

June 23, 2005

Constituent Affairs

Voting Systems and Procedures Panel (VSPP)
Office of the Califomia Secretary of State
1500 11" Street

Sacramento, CA 95814

Tel. 916 657 2166

Attention. Bruce McDannold

Dear Mr. McDannold,

Enclosed is a petition addressed to the Secretary of State, resolving that, in order to protect the
integrity of elections, Diebold Election Systems should not be certified for use.

| spoke on this issue last week at the VSPP hearing, and pointed out that doing business with
such an admittedly untruthful and unforthcoming corporation would heap as much ridicule on
our state as if we had chosen to bring back Enron to run our energy system.

Please make sure that this petition is given to the Secretary of State, that it is entered into the

record of the VSPP, and please do what you can to help ensure that we do not bring back the
felons of Diebold. Thank you.

Yours,

Michael Jay



Petition to the California Secretary of State

As Diebold has misled the State of California many times in the past and has provided uncertified software
for use in elections, and as the use of Diebold equipment has disenfranchised voters by forcing late opening
of polls in the March, 2004 election, and as Diebold's proposed paper trail is costly, unsuitable for recounts,
and does not protect the confidentiality of the voters because it preserves the order in which ballots were
cast,

Be it resolved that in order to protect the integrity of elections in California, restore citizen confidence in the
electoral system, and provide transparency to the electoral system, the Secretary of State must not certify
Diebold Election Systems for use in California. Further, as authorized by section 192104.5 (a) (3) of the
California Elections Code, the Secretary of State must ban Diebold from doing any elections-related
business in the state for three years,

In addition, counties with existing Diebold equipment should evaluate alternatives for compliance with the
Help America Vote Act of 2002 and the California Elections Code rather than solely negotiating upgrades
to existing Diebold systems.

| Name |L City || County ||le Code” e-mail (print clearly)
L LA = 190205 | atimoncondDearthlinK-net—
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For more information, or to sign on-line, and for how to help, go to http:/election- reform.us/
Bring printed petitions to the VSPP hearing or return petitions to:
Jerry Berkman
3136 Eton Avenue
" Berkeley, California 94705
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395 Sixth Avenue, Menlo Park, CA 94025

Voting Systems and Procedures Panel (VSPP)

Office of the Catifornia Secretary of State, Attn. Bruce McDannold

1500 11th St, 5th Ftoor

Sacramento, CA 95814 June 22, 2005

Dear Panetists,

As a California voter, | would like to register my strong opposition to adopting the
voting machines of Diebold and others in California and to the use of voting
machines in general.

1) The fairest, safest and most dependable method of voting is with paper and
pencil: safest, because it is the simplest and therefore the least can go wrong;
most dependable, because, if all else fails, pencil and paper are easily available,
even at short notice; and fairest because this method is plainly understandable by
all -- not just by the tiny elite of computer professionals or the even tinier group
inside the corporations who manufacture the machines. (Needless to say,
accoemmeodations can and must always be made for disabled voters, whatever
method is used.)

2) The innumerable ways in which election voting and counting ¢an go wrong, or
be detiberately manipulated or sabotaged, has by now been amply demonstrated.
This technology is clearly not ready to be let loose in the real world on real
elections. Whether it can ever be made safe or transparent is still in doubt, but
unequivocally that time has not arrived yet.

3) The irregular and nefarious practices of Diebold et al (such as the most recently
reported apparent attempted bribery of our etection officers) cast these
companies in a very poor light. That we should entrust our most fundamental right
to a bunch of shady corporations, whose interest in elections is profit-motivated
and possibly ideological, is unconscionable,

4) Elections should be the most public of all the workings of government -- the

part in which every citizen is unquestionably and equally involved. They should

remain public and should not be privatized and moved into the for-profit sector.
Thank you for your attention.

Sincerely,

(e

P, Durham
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June 24%, 2005

Voting Systems and Procedures Panel

Office of the California Secretary of State
1500 11* Street, 5 Floor

Sacramento, CA 95814

Dear Secretary of State McPherson:

| am writing to ask that you deny certitication to the foilowing voting
systems as they would violate California’ s Constitution, article 2.5 A
voter who casts a vote in an election in accordance with the laws of
this state shall have that vote counted.

1. Diebold Gems with ACCU View printer module.
2. ES & S Tabulators, Wodels 100, 550, 650.
3. Any system with wireless and internet capabilities.

Additionally, the alternative offered by Diebold which would produce the
thermal paper would make recounts too costly and too difficult to count.
We need to maintain integrity with accessible voter verifTied paper
ballots printed on archival paper. Optical scan with stamp cards would
be most efficient and easily recounted in the event of any chal lenges.

Furthermore, any uéage of a closed source code software hinders the
American, democratic process of fair access and freedom of information.

As an official in this great State, | hope you do what is fair and just
for all and plead to your sense of integrity.

11684 Ventura Bl. #429
Studio Gity, CA 91604
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Linda K. Russell

P. O. Box 655
Cotat| Callfornla 94931
(707) 794-9259

June 30, 2005

The Hon. Bruce McPherson

Office of the Secretary of State

Voting Systems & Pracedures Panel Fax No. 916/653-9675
Attention: Brucc McDannold

RE: Comment on Diebold and ES&S Election Systems
Dear Secretary McPherson:

It is incombent upon the Office of the Secretary of State to See 10 it that elections in this state are
free, fair and verifiable. For this reason, I write (0 urge you to deny certification of the Diebold
and ES&S election systems presented and discussed at the June 16 VSPP hearing, and any other
maker-vendor’s clectronic “blackbox” election systems, that

* yse proprietary softwarc, or

» include wireless technology, or

» fail to provide a voter verified ballot on archival paper, or
» fail to provide a tamper-proof chain of custody.

Furthermore, under California law, Diebold should not even be permitted to do business in this
state given its proven “bad acts™ in regard to hardware and software provided to counties that
failed to perform. I urge you to follow the law and to forbid Diebold from offering its products
and services in California for at least three years.

To the extent that the VSPP and your office have attempted to rely on rulings or
recommendations of the Federal Election Commission, you must know by now that the federal
clection system testing and oversight process is broken and dysfunctional. The so-called
“independent” testing labs approved by the Commission are hired guns paid for by the vendors
and regard those vendors, nof the American peaple, as their clients. As such, these
“independent” testing labs have accordingly cast a blind eye on DRE security problems, vendor
misconduct, and, in at least two cases where Dicbold is concerned, vendor fraud when
customized code was withheld from oversight.

I have read that registrars of volers may favor DREs as making their own working conditions
easier. But is honoring their convenience worth losing the sanctity of the voting process in this
stale?

And what about the ongoing costs of using these machines and the proprietary software? Until
county officials have some certitude in the ongoing costs (hat will be visited on their taxpayers, it
is imespansible to tempt the registrars to enter into financial deals with Diebold and ES&S and
other vendors (as I understand Alameda and Napa to be doing at this time) by geing forward with
certification by your office. Why are you not enjoining them from starting negoriations?
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Petition to the California Secretary of State -

As Diebold has misled the State of California many times in the past and has provided uncerti ied
software for use in elections, and a:: the use of Diebold equipment has disenfranchised voters 1 y forcing
late opening of polls in the March, 2004 election, and as Diebold's proposed paper trail is cost! ;,
unsuitable for recounts, and does not protect the confidentiality of the voters because it presen 2s the
order in which ballots were cast,

Be it resolved that in order to prote::t the integrity of elections in California, restore citizen con idence in
the electoral system, and provide trinsparency to the electoral system, the Secretary of State m st not
certify Diebold Election Systems fcr use in California. Further, as authorized by section 19210 1.5 (a) (3)
of the California Elections Code, th: Secretary of State must ban Diebold from doing any elect ons-
related business in the state for thre:: years.

In addition, counties with existing I'iebold equipment should evaluate alternatives for complia ce with
the Help America Vote Act of 2002 aud the California Elections Code rather than solely negot tting
upgrades to existing Diebold systen s.

M Name

me f City JL County " g’oge lr e-mail (print clearly’ l

M@% —“g‘ﬂ“-y"f IEJD,-.A Ilé'.ﬁ 3,3" lﬁgrﬂ@ tlos. e}
[E_h;—:l T nd A [ ALY 2PDar -
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For more information, or fo sign on-line, and for how to help, go to hittp://election-reform.us/
Bring printed petitions to the VSPP hi»aring or return petitions to:

Jerry Berkman

3136 Eton Avenue

Berkeley, California 94705
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Petition to the California Secretary of State

As Diebold has misled the Stare of Zalifornia many times in the past and has provided uncertil ed
software for use in elections, and a+ the use of Diebold equipment has disenfranchised voters t » forcing
late opening of polls in the March, :!004 election, and as Diebold's proposed paper trail is cost] *,
unsuitnble for recounts, and does nct protect the confidentiality of the vorers because it presen :s the
order in which ballots were cast,

Be it resolved that in order to protec t the integrity of elections in California, restore citizen con idence in
the electoral system, and provide trz nsparency to the electoral system, the Secretary of State m :st not
certify Diebold Election Systems for use in California. Further, as authorized by section 19210 :.5 (a) (3)
of the Califormia Elections Code, th: Secretary of State must ban Diebold from doing any elect pos-
related business in the state for thre:: years.

In addition, counties with existing [ iebold equipment should evaluvate alteratives for complia ce with

the Help America Vore Act of 2002 and the California Elections Code rather than solely negoti iting
upgrades to existing Diebold systen s.
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For more information, or to sign on-line, and for how to help, go o http:!felecuon-reform us/
Bring printed petitions to the VSPP h :aring or return petitions to:

Jerry Berkman

3136 Ewon Avenue

Berkeley, California 94705
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June 30, 2005

By FAX to: 916-653-3214

. Procedures Panel (VSPP)
i1ifornia Secretary of State

- i

3F YOU TO DENY CERTIFICATION TO:

1.18.22 AV-TSX 4.6.1 Voting System with Accu View

I'rinter Module

V'CRS  Models 100, 550, 650

™" WIRELESS & INTERNET CAPABILITIES

"HE PUBLIC TO A FREE AND FAIR ELECTION IS THE CORE OF
ANY EQUIFMENTZARCHINERY THAT CAN COMPROMISE THE

SFCURITY OF SUCH MUST BE PROHIBITED. SO, I ASK

THE BEST INTERESTS OF CALIFORNIA VOTERS AND DENY

iJ:'f. f{-_ﬁz/_‘"_‘_

A 90025
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1. DIEBOLD GEMS 1.18.22 AV

DENY CERTIFICATION TO

PRINTER MODUL

E

2.ES &S TABULATORS, Models 100. 550, and 650

-TSX 4.6.1 VOTING SYSTEM with The ACCU VIE

3. Any System with Wireless and Internet Capabilities

4. BAN DIEBOLD From Doing Business in California
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1. DIEBOLD GEMS 1.18.22 A

DENY CERTIFICATION TO

V-TSX 4.6.1 VOTING SYSTEM with The ACCU VIEW

PRINTER MODULE

2. ES&S TABULATORS, Models 100, 550, and 650
3. Any System with Wirefess and Internet Capabilities

4. BAN DIEBOLD From Doing Business in California
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Sonoma County Democratic Central Committee

PO Box 3727
Santa Rosa, CA 95402-3727
(707) 575-3029
June 29, 2005
The Hon. Bruce McPherson
Office of the Secretary of State
Voting Systems & Procedures Panel Fax No. 916/653-9675

Attention: Bruce McDannold
RE: Comment on Diebold and ES&S Election Systems
Dear Secretary McPherson:

We, the Members of the Sonoma County Democratic Central Committee, representing our
constituency of Sonoma County Democrats send you this letter to demand that elections under
supervision of the Secretary of State be free, fair and verifiable.

Our voling systems must be free from any questions over adequacy, conflicts of interest, or
collusion. Transparency of process, a voter verified archival quality paper ballot, a tamperless chain
of custody, and the highest standards of accuracy in counting are the minimum acceptable
requirements for any election.

Currently the VSPP of your office is considering whether to recommend certification of
certain DRE voting systems by Diebold and ES&S. Neither come close to the above minimum
criteria and must therefore be rejected.

Risking our citizens’ right to vote by certifying these companies’ hackable electronic
systems and proprietary software would be outrageous. A free, fair, verifiable vote (on stable paper)
using publicly developed, owned, supervised, and maintained open source software i's the only way
a sovereign people can assuredly use clcctronic voting to express thejr will and vest power in their
representatives. Anything less risks creeping fascism motivated by greed and the desire to rig
elections and is therefore unacceptable to a free people.

Thank you in advance for denying certification of these two companies’ voting systems.
Only In so doing will you be attending to your duty to protect the voters of California

Slqcerel Y, }\{ HQZ’ ot
(N

Rayml]nd Gallian, Chair
Issues and Lcmslahon Committee
Sonoma County Democratic Central Committee
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To the California Secretary of State's Office:

1 am writing to urge you to protect the integrity of our elections. Please deny certification
to the following voting systems:

1. DIEBOLD GEMS 1.18.22 AV-TSX 4.6.1 VOTING SYSTEM with The ACCU VIEW
PRINTER MODULE

2.E S & § TABULATORS, Models 100, 550, and 650
3. ANY SYSTEM WITH WIRELESS and INTERNET CAPABILITIES

[ am especially concerned about the AVVPAT technology offered by Diebold. This
system will make a cost-effective hand count impossible. Diebold will have to be paid
additional sums to do such hand counts—at who knows what price. We need an auditable
voter verified paper trail that can be read by vote counters hired and trained by counties.

The ballots/audit trails (AVVPAT) should be printed on single-sheet non-thermal paper,
one record of vote per sheet. These should be printed and organized to be easily read by
both the voter and election officials. We should insist on a routine 1% manual aundit, and
all recounts should be physically verified and hand counted only.

Both the Diebold System and the E S &S Tabulators operate on Proprietary Closed
Source Code Software. Democracy itself is endangered when voting systerns use code
that is so secretive and hidden from public scrutiny.

Voting systems with wireless and Internet capabilities are simply too dangerous. Any
knowledgeable hacker with a good encryption-cracking program can access and alter
voting data. The E S & S tabulators have a Dell laptop which contains wireless
capabilities. This is simply not acceptable.

An even larger issue is that California should not be doing any business with Diebold,
which has already broken state law by selling and installing uncertified software. As per
California Election Code Section 19214.5, subsection (a) and (3), they should be banned
from doing business with the state for three years. Past experience has proven that
Diebold cannot be trusted to provide reliable, safe voting machine.

I do not wish to see my tax dollars spent on suspect electronic voting systems without a
verifiable paper trail that meets the test of common sense and ease of use. If voters do not
have confidence that machines are not rigged, then everything we hold dear is lost.

Sincerely,

Lisa Renaud

3016 Highland Ave.
Santa Monica, CA 90405
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F AX: 916-653-3214,
Voting Systems and Pmce?gazgnel
Office of the California Secrethry of State,

1500 11th St., 5th fl, Sacramento CA 95814,
Atin: Bruce Mc';Dannold( SOS Bruce McPherson

TEL: 916-657-2166

Dear Secretary of State McPherson:

To protect, defend, and preserve the integrity of the vote in CA, please deny certification to the following
voting systems in violation of the California Constitution: (Axticle 2, Sec. 2.5. 4 voter who casts a vote in an election
in accordance with the laws of this state shall have that vore cotnted)

The m-cﬂled AVVPAT logy being submitted by Diebold for certification is a travesty. The thermal
paper and minjature type are demgned to make a cost-effective hand count impossible. Diebold will have to
be paid additional sums to do such hand counts. Predictably, these will be costly.

We need an auditable voter venﬁed paper trail that cen be read by vote counters hired and trained by
Counties. The ballots/audit h'alls {AVVPAT) should conform to the following standards: printed on single
sheet non-thermal paper, one re.cord of vote per sheet; printed and organized to be easily read by both the
voter and election officials; pnnted on 2 mimmum of 12 font; required 1% manual audit & all recounts
physically verified znd hand counted only.

Both the Diebold System and the E S &S Tabulators operate on Proprietary Closed Source Code Software.
Their tabulating processes are so secretive and hidden from public scrutiny and observation as to make the
verification and observation process hidden and non-uanspannt to :the Voter. This is antithetical to the
foundation of American demo Y.

Voting systems with wireless and Intemet capabilities MUST be demed as they compromme the entire .
integrity, secrecy, and secunty of the voting process. Any knowledgeable hacker with a good encryption
cracking program can access qnd corrupt and alter the voting data in a matter of minutes. The E S & S
tabulators have a Dell laptop which contains wireless capabilities. .

Further, BAN DI ing Basin EATS byenforcmgCahfozma
Election Code Sectmn 19214.5, snbsechon (a) and (3) which pmahze voting companies that sell and install
uncertified software.

(Assoc. Press) "Diebold paid $2.6 million to settle 2 lawsuit filed by California allegmg that the electronic
voting company sold the state and several counties shoddy voting equipment.” (Mercury News) "State
auditors reported that voters in 17 California counties cast ballots in recent elections using (Diebold)
software that had not been cerpﬁed by the state. Voters in Los Angeles County and twa smaller counties
voted on machines mstalled ith software that was not approved by the Federal Election Commisston."

In conclusmn, plea.se require 3 paper trail that w111 ensure ballots are counted as cast, oppose wireless
capabilities for e-voting systems, promote open source software, and ban Diebold from doing business in
California for three years. ;

Cuislo oo Lllsle. N Dl

Sincerely,
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June 25, 2005
4090 Tallman Lane
Winters CA 95694

Secretary of State

Constituent Aftairs Executive Division
1500 11th St

Sacramento Ca 95814

Sir,

This letter is is to express my distrust and abhomance of the electronic voting machines
being considered for certification by your offica. | also recommend, after hearing testimony in
the public hearing on this matter, that only paper ballots be used unfil secure and
derendable machines can be certified by all experts and the public.

had been told that the public comments would be accepted until June 30, 2005.

The reasons for not certifying these machines are clear and obvious. 1. They are more
costly and less dependable than paper ballots. 2. Vote recording and tabulation should
only be done by the public, not privately. 3. These machines encourage voter fraud by
being unsecure and untraceable. 4. The vole is a public record; the public should not have
ta apply for infarmation or sue to get these records. 5. Many citizens do not frust and are
uneasy with machines and computers; voler disenfranchisement is increased and tumout
reduced by seamingly complex and undependable and unsecure machines.

In my work | talk with many people, and mostly anger and distrust are expressed when
machine voting is mentioned. My recommendation is that stiffer penatties be imposed far
vote fraud and investigations into previous election irregularities be conducted to preserve
and impose some semblance of democracy in Californsa.

Respecttuliy,
G. Nooteboom



110 Routier St.
Santa Cruz, CA 95060
Jan. 28, 2005

Voting Systems and Procedures Panel

Off ice of the California Secretary of State
Attn: Bruce McDannold

1500 11™ Street, 5" Floor

Sacramento, CA 95814

Dear Members of the Voting Systems and Procedures Panel:

I am writing to wrge vou to DENY CERTIFICATION to:

1. DIEBOLD GEMS 1.18 22 AV-TSX 4.6.1 Voting System with the Accu View
Printer Module

2.E S & S TABULATORS, Models 100, 550, and 650
3. Any system with wireless and internet capabilities.
Further, I urge you to BAN DIEBOLD from doing business in California.

Both the Diebold System and the E S &S Tabulators operate on proprietary
closed source code software, their tabulating processes being so secretive
and hidden from public scrutiny and observation as to make the verification
and observation process hidden and non-transparent to the voter. This is
antithetical to the very foundation of American democracy.

Wireless and internet capabilities must be denied as they compromise the entire integrity,
secrecy, and security of the voting process. Any knowledgeable hacker with a

good encryption cracking program can access and corrupt and alter the voting

data in a matter of minutes. The E 8 & S tabulators have a Dell Laptop which

contains wireless equipped functionalities.

I urge you to BAN DIEBOLD FROM DOING BUSINESS IN CALIFORNIA for 3
years, due to their ciminal acts of defrauding 17 California Counties in the sale of
uncertified software,

Sincerely,

@{HMMW/WO

Cynthia Adams



Kathy Kerridge
771 West I Street
Benicia, CA 94510

Bruce McDannold

Election Systems Division
Office of the Secretary of State
15500 11thStreet

Sacramento, CA 95814

June 27, 2005
Dear Mr. McDannold:

I oppose any certification of Diebold Election Systems and any voting system that
is not completely transparent. In fact the more I learn about different technologies the
more I believe we should return to paper ballots that are hand counted. It is not the speed
that matters in an election, it is the trust that we have in the system. I don’f trust these
systems and there is plenty of evidence that their results have not been accurate. Voting
is the essence of democracy. Without an accurate vote there is no democracy. WE must
not only have accuracy, but also the perception of accuracy. There is no perception of
accuracy with electronic voting machines. There seem to be a million and one ways to
tamper with the out come, many of which are undetectable. If we have to create a paper
trail anyway, why not just go with paper to begin with. I have a feeling it would probably
be cheaper in the long run and it would certainly produce more trust worthy and
verifiable results. We can’t sell out democracy to the highest bidder, and that is exactly
what we are doing when we allow private companies, using proprietary software, who are
owned by people who have clearly partisan, to count our votes.

Sincerely, T

Loty foo—

Kathy Kerridge
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LAW OFFICES OF
MICHAEL S. SORGEN
240 Stockton St., 9™ Floor

San Francisco CA 94108
Michael S. Sorgen -

Joyce Kawahata Telephone (415)956-1360

Andrea Adam Brott Facsimle (415) 956-6342

Joshua Sondheimer msorgen(@sorgen.net
June 27, 2005

Via facsimile to:
(916) 653-9675

Voting Systems and Procedures Panel (VSPP)
Office of the California Secretary of State
Attn. Bruce McDanneld

1500 11" Street, 5* Floor

Sacramento, CA 95814

Re:  Diebold Gems Certification

Dear Mr. McDannold,

In order to protect, preserve and defend the Sanctity of the Vote, Irequest that State
Certification be denied to Diebold Gems and E S & S Tabulators voting systems and equipment.

Both the Dielbold System and the E S & S Tabulators operate on Propriety Closed Source
Code Software, their tabulating processes being so secretive and hidden from publjc scrutiny and
observation as to make the verification and obsexvation process hidden and non transparent to the
Voter. This is antithetical to the very foundation of American Democracy and violates Articles 1
§§ 1 and 2.5 of the California Constitution.

Any system with wireless and internet capabilities must also be denied as it compromises
the entire integrity, secrecy, and security of the voting pracess. Any knowledgeable hacker with
a good encryption cracking program can access and comrupt and alter the voting data in a matter
of minutes. The E S & S tabulators have a Dell Laptop which contains wireless equipped
functionalities.

Ban Diebold from doing business in California for three years. Enforce California
Election Code Section 19214.5, Subsection (a) and (3) due to thelr criminal acts of defraudjng 17
Califoria counties in the sale of uncertified software. o »—-"‘:)

Michae] S. Sorge
Attorney at Law



BAYFORD BUTLER
P.O. Box 380
Penryn, CA 95663

June 24, 2005

Secretarlx of State Bruce McPherson
1500 11™ Street
Sacramento, CA 95814

Dear Secretary McPherson,
You have requested public input on voiing systems.

| have followed the approval process of the various voting systems at both the Federal
and the California level for some time. After listening o the commentary and the
responses from the various companies and reading the extensive technical articles that
are available, it appears that none of the present systems meet either Federal or state
standards. It also appears that none of the systems are tamper proof, as hackers and
casual happenstance have demonstrated nationwide.

| would urge you to have an open source system developed for California, so that the
questions about proprietary manipulation can be put to rest. The Federal voting
modernization money is not near as important as elections that are perceived to be
honest. Even if the present systems being offered turn out to be flawless, the doubt and
unease that accompanies them will never be put fo rest.

Until such time that unquestioned voting methods can be developed, | urge you to
approve only systems which can be verified by an auditable paper trail. The voters of
California deserve nothing less.

Thanks you for your interest.

Sincerely,
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DemocracyAction

local action, national impact

June 27, 2005

Mr. Bruce A. McPherson
Secretary of State

State of California

1500 11" Street
Sacramento, CA 95814

Re: Certification of Diebold and ES&S Voting Machines
Dear Secretary McPherson:

I appreciated the opportunity to testify at the June 16" Panel regarding certification of
Diebold and ES&S Voting machines, and the two-week extension of the public review period
to allow these written comments.

Today’s voting machines with their proprietary, secret source code are the hidden cancer of
American politics. I have tost my sister, my father and three aunts to cancer, and do not use
this analogy lightly. Many of us believe this country has also suffered a great loss, due to the
misuse of voting machine technology to further partisan ends.

Cancer is insidious, in the same way as the secretive, hidden code of Diebold and ES&S
machines, We don’t know where it will strike. Once it strikes, there are no assurances that
any remedies will cure the problem.

The highly-partisan ownership of these voting machine companies, coupled with proprietary,
secret code, ultimately means that the results cannot be venified with the 100% level of
confidence that our citizenry deserves in their elections. Before the voting last year, the
Internet was rampant with jokes about people trying to vote for John Kerry on screens that
would either move the Kerry button around so that it was impossible to click, or that would
register the vote as one for George Bush. In Florida, many voters found the latter became an
astonishing reality and had to revote several times to get an accurate resuit. Many others no
doubt never noticed.

Code corruption is code cancer. We need to either return to paper ballots or move to

computers with open source code, loaded publicly and checked after the voting, without any
Internet or wireless connectivity in order to ensure against hacking.

Alec Bash, President, Democracy Action 936 Church S8t.  San Francisco, CA 94114



We need voter-verified paper ballots that are easily readable and produce a permanent record.
We need optical scanning machines that are themselves crafted with the same assurances of
accuracy and freedom from tampering as the computers used to produce the paper ballots.

1t is important for both Republicans and Democrats to “take this issue out.” What’s the best
response to charges of rigged elections? For all America, we must take the issue out, either
by paper balloting or open source code machines with voter-verifiable paper ballots.

California is a great innovator, a leader in the nation. Let us lead here, and take out this
cancer afflicting the body politic. Let us lead the country away from ongoing, ugly suspicion.

If we go forward with electronic voting, it must have open source code. We cannot go
forward with secret software that undermines validity—rather, we would be going backward
to days when people just assumed elections were stolen.

Open up and cut out the tumor. Heal the wound. Start curing the patient.

This is a big operation, major surgery. But the people of the State and Nation will thank you.
If we look at the big picture, clearly Diebold, ES&S and other proprietary, secret source code
machines should be denied. Rather, look to the University of California and others working
for public, open software with whom we can all place our trust.

Sincerely,

Alec S. Bash

Alec Bash, President, Democracy Action 936 Church St.  San Francisco, CA 94114
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